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52SBNB7C1107 Section B

PART | - THE SCHEDULE

SECTI ON B - SUPPLI ES OR SERVI CES AND PRI CES/ COSTS

B. 1 CONTRACT LI NE | TEM NUMBER ( CLI Ns)

CLIN

0001

0001AA

0001AB

0001AC

0001AD

0001AE

0001AF

0001AG

0001AH

DESCRI PTI ON PRI CE

Root CA Testbed: The offeror shall furnish
the following itens and integrate all system
conponents into a Root CA testbed:

Det ai | ed System Desi gn

Root CA with client and ORA functionality

St andal one ORA

Client software

Archi ve subsystem

Docurent ati on: Operati on and Mai nt enance
of the Testbed

Del i very, Setup, and Denobnstration

Systemtest suite that will verify the correct
operation of the testbed.

TOTAL CONTRACT PRI CE

Page 2 of 70



52SBNB7C1107 Section C

SECTI ON C - DESCRI PTI ON/ SPECI FI CATI ONS/ WORK  STATEMENT

C1 STATEMENT OF WWORK

The contractor shall furnish the necessary personnel, materi al
equi prent, services and facilities (except as otherw se
specified), to performthe followi ng Statenment of
Wor k/ Speci fications.

C2 BACKGROUND

As information technol ogy becomes cheaper and proliferates in
both of fice and honme environnents, new tel ecomuni cati ons services
are expected to help electronic comrerce becone w despread.

El ectroni c conmerce requires global interconnection of individuals
and organi zati ons. However, global interconnectivity makes the
i nformati on exchanged nore vul nerable to nodification, either

accidental or intentional. Because of the conplexity of the
comuni cations infrastructure and the nunber of entities involved,
users will rely on their end systens and service providers to

provide one or nore of the follow ng security services:

aut hentication, integrity, confidentiality, access control and
non-repudi ation. Public key cryptography can further electronic
conmer ce by hel ping provide these security services.

Public key cryptography is based on two rel ated nunbers: one
whi ch nmust remain private to the user and one which can be
publicly known. However, the security provided by public key
crypt ography depends on a strong binding between the user and the
user's public key. In small user communities, the strong binding
bet ween the public keys and their "owners" can be achi eved by
manual | y exchangi ng public keys (e.g., putting themon CD ROVs or
other media). By contrast, conducting business on a national or
i nternational basis involving | arge numbers of geographically
di stributed users requires a nmeans for obtaining public keys
electronically with a high degree of confidence in their integrity
and bindings to individuals. One way to ensure the integrity of
the keys and their bindings is by using digital signature
technol ogy itself.

A "public key certificate" ("certificate," hereafter) is an
el ectroni c nmessage digitally signed by an authority, binding an
entity and the public key of the entity. |In order to share
certificates anong | arge groups of users, Public Key
Infrastructures (PKls) are needed. The purpose of a PKI is to
facilitate generation and dissenination of certificates and
certificate revocation information. Certificates are used to
verify digital signatures, which can provi de nessage integrity,
entity authentication, and sender non-repudi ation.

Page 3 of 70



52SBNB7C1107 Section C

C 2

C.3

C 4

(Conti nued)

The Concept of Operations docunent by the Federal PKI Technica
Worki ng Group (TW5) [ CONOPS], proposes a certificate managenent
infrastructure for the Federal Covernment. That infrastructure
consists of a collection of Certification Authorities (CAs),
Organi zational Registration Authorities (ORAs), PKI Clients, and
Certificate Repositories that enable the distribution and
validation of certificates for the verification of digita
signatures. N ST, in cooperation with ten industry partners, has
produced a M ninum I nteroperability Specification for PK
Conponents (M SPC) [M SPCl]. The CONOPS and the M SPC formthe
technol ogi cal basis for the Root Certification Authority testbed
described in the appended Design Specification

A Root CAis the node at the top of a trust del egation hierarchy
of CAs. The CONOPS calls for support for both hierarchical and
non- hi erarchical trust relationships among the CAs in the Federa
PKI. The functionality supported by the Root CA is basically the
same as that of other CAs, but being the source of all trust in
the infrastructure it is expected to afford a higher |evel of
assurance and to inplenent sound security-nmninded operationa
procedures. The main purpose of this inplenmentation is to offer
experience with operational issues and serve the basis for
interoperability exercises with other commercial inplenentations
and Federal agency pilot inplenentations. This inplementation is
not intended to be deployed as the "official" operational Root CA
for the Federal PKI, but it could eventually provide the basis for
one.

APPLI CABLE DOCUMENTS ( REFERENCES)

[ CONOPS] Public Key Infrastructure Technical Specification
Part C - Concept of Operations, WIliamE. Burr
Available from http://csrc.nist.gov/pki

[ M SPC1] Burr, Dodson, Nazario, Polk, Mninmumlnteroperability
Speci fication for PKI Conmponents, Draft Version 1
2 Decenber 1996 is obtainable on the internet at:
http://csrc.nist.gov/pki/wel come. ht m
SCOPE

The scope of the work includes the design, inplenentation
installation, and mai ntenance of a Root CA testbed that includes a
Root CA with client and ORA functionality, standal one ORA
software, client software on user desktop systems, a certificate
repository, and an archive subsystem The goal of these
activities is to deploy a Root CA that will provide experience
with all aspects the operation of such a system proof of concept
for the work done by NI ST and the Federal PKI, and the opportunity
to denonstrate interoperability with commercial inplenentations of
various PKlI conponents and with other Federal Governnent

Page 4 of 70



52SBNB7C1107 Section C

C 4

C.5

(Conti nued)
certificate nmanagenment pilots.
SYSTEM OVERVI EW

The target system shall consist of the conmponents identified in
t he Scope section. The Root CA shall have access to a repository

for certificates and Certificate Revocation Lists (CRLs). In
addition to the basic certificate managenent functions, the Root
CA shall inplement ORA and client functionality that will enable

it to vouch for the identity of entities requesting certification
to validate certificates, verify signatures, and request cross
certificates. On a periodic basis, the CA shall archive its
transaction logs. Details on this functionality are provided in

t he appended Design Specification. NI ST shall own any hardware
provided and all appropriate licenses to COIS products used to

i mpl enent the Root CA, including the Client and ORA functions.

NI ST shall al so own any source code devel oped specifically to neet
t he Desi gn Specification.

In the Design Specification some testbed functionality has been

identified as optional. Such functionality is highly desirable
but not essential. Inclusion of such functionality in an offer
will only be considered a positive feature if it is inplemented on

all the conponents involved in denobnstrating its operation
Specifically, if support for self-registration is provided, the
ORA shall provide the necessary authentication information to the
requester and the Root CA shall be able to process the

aut hentication code applied to the request. |nplenmentation of
self-registration is likely to require that the CA and ORA share
some a priori know edge of the authentication information,

t herefore an appropriate out-of-band method for establishing that
shared know edge shall be provided. Simlarly, support for
certificate renewal requires clients to be able to generate the
request and the Root CA to process them Details regarding al
transactions are given in the Design Specification. Also support
for RSA and ECDSA need to be provided on the Root, the ORA and the
Clients in order to constitute a significant enhancement to the
base functionality.

A single standalone ORA will be initially deployed. The ORA
will nmost likely be completely inplemented in software. The ORA
shall run on a Pentium or Pentium Pro machi ne runni ng W ndows 95
or NT. The ORA shall also archive transactions on a periodic
basis. Only the interface to an archive shall be provided, since
the Root CA and the ORA will be located in physical proximty, the
same archive device will be used for both. N ST shall own any
har dware provided and all software devel oped specifically to neet
the Design Specification. All the necessary licenses to any COIS
products used shall also be provided.

Client software shall also run on a Pentium or Pentium Pro

Page 5 of 70



52SBNB7C1107 Section C
C.5 (Conti nued)

machi ne runni ng Wndows 95 or NT. The software shall be installed
on at least two machines at delivery time. N ST m ght decide to
install the ORA and/or Client software on additional systens,
therefore it shall own the appropriate licenses for installing off
the shelf software on ten machi nes and the source code for any

sof tware devel oped to neet the Design Specification.

Any vendor - provi ded conmputer systens shall include tw sted pair
Et hernet network interfaces and support |Internet access using
TCP/ | P.

C.6 GOVERNMENT PARTI ClI PATI ON

After initial denonstration of the operating testbed at delivery
time, NI ST personnel will conduct all operations.

C7 GOVERNMENT FURNI SHED | TEMS

NI ST plans to provide the following itens at no cost to the
contractors:

(a) Secure Hash Algorithm[FIPS180] inplenentation and test
speci fication;

(b) Digital Signature Al gorithm[FIPS186] inplenentation and
test specification;

(c) Data Encryption Standard [FIPS46] inplenmentation
(d) Pentium PC runni ng W ndows NT;

(e) Pentium PC runni ng W ndows 95;

(f) SPARCstation20 running Solaris 2.5;

(g) Netscape Directory Server 1.0.

C.8 APPL| CABLE STANDARDS

[ COR95] | SO'I EC JTC 1/ SC 21, Technical Corrigendum2 to
| SO EC 9594-8 : 1990 & 1993 (1995:E). July 1995.
[ DAM | SO I EC JTC 1/SC 21, Draft Amendnents DAM 4 to
| SO EC 9594-2, DAM 2 to ISO I EC 9594-6, DAM 1 to
| SO EC 9594-7, and DAM 1 to | SO | EC 9594-8 on
[

Certificate Extensions, June 30, 1996.

[ FI PS140] FIPS PUB 140-1, Security Requirenents for
Crypt ographi c Modul es, NI ST, January 1994.

[ FI PS180] FIPS PUB 180-1, Secure Hash Standard, N ST, Apri
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52SBNB7C1107 Section C

C.8

(Conti nued)

1995.

[ FI PS186] FIPS PUB 186, Digital Signature Standard, NI ST,

[ FI PS46]

[ FI PS81]

May 1994.

FI PS PUB 46-2, Data Encryption Standard, Decenber
1993.

FI PS PUB 81, DES Mddes of Operation, NI ST,
Decenber 1980.

[1S094-8] I1SOIEC 9594-8 (1994), Open Systens

[ X9. 62]

C.9

Interconnection - The Directory: Authentication Framework.
1994. The 1994 edition of this docunent has been anended
by the Draft Amendnents [DAM and a Technical Corrigendum
[ COR95] .

Worki ng Draft American National Standard X9.62-199x,
Public Key Cryptography for the Financial Services

I ndustry: The Elliptic Curve Digital Signature Al gorithm
June 21, 1996.

WORK TO BE PERFORMED

The contractor shall develop a detail ed design based on the
appended Design Specifications and all relevant references. The
contractor shall be responsible for the design, inplenmentation
integration, installation, and denonstration of the Root CA
testbed including the Root CA, an archive system a standal one
ORA, and two Clients. The GFE Repository shall also be integrated
into the testbed. The contractor shall denobnstrate the operation
of the testbed and instruct governnment personnel attending the
denpnstration on its operation. Adequate system and operations
document ati on shall also be delivered at denonstration time. The
contractor is not responsible for the establishment or operation
of the underlying tw sted-pair conmunications network

The contractor shall provide a systemtest plan that will verify
the correct operation of the testbed. Testing shall be
conprehensive in the following three areas: functionality,
performance, and security. Testing shall exhibit correct execution
of all nmmjor services and functions under a conprehensive set
(i.e., selected to represent a broad range) of circunstances and
i nputs. Performance testing shall be conducted under work | oad of
about thirty users (Clients, ORAs, subordinate CAs, and
cross-certified CAs). Security testing shall be perforned to show
that the security controls work under a conprehensive set of
ci rcumst ances.

In addition, a conmprehensive set of tests shall be conducted to
attenpt to circunmvent the security mechanisms of the system |If

Page 7 of 70



52SBNB7C1107 Section C
C.9 (Conti nued)

new or unanticipated threats or hazards are di scovered by either
the Government or the Contractor, or if existing safeguards have
ceased to function or protect against such threats, the discoverer
shall imrediately bring the situation to the attention of the

ot her party.

The contractor shall not publish or disclose in any manner,
wi t hout the Contracting Officer's witten consent, the details of
any safeguards either designed or devel oped by the Contractor
under this contract or otherw se provided by the Governnent. To
the extent required to carry out inspections to safeguard agai nst
threats and hazards to the security, integrity, and
confidentiality of Governnent data, the Contractor shall afford
the Governnent access to the Contractor's facilities,
installations, technical capabilities, operations, documentation
records, and dat abases.

A crypt ographi c nechani smthat uses a FI PS-approved
aut hentication technique shall be applied to all software to
ensure its integrity. This is especially inmportant for software
and firmvare that can be externally | oaded into a cryptographic
nodul e. An appropriate verification nechani smshall be provided.
Exceptions may be nade for shrink-wapped third party software not
under the control of the contractor

The System Design docunent is due one nonth after award of the
contract as specified in Section F.5. Pithy project status reports
are required as specified in Section F.4. The testbed shall be
operational within 120 days after contract award as specified in
Section F.5.

C. 10 SUMVARY OF ESSENTI AL AND DESI RABLE FUNCTI ONALI TY

The following list includes both essential features of the Root
CA testbed and highly desirable features that will increase the
percei ved val ue of offerings.

C.10.1 CORE SYSTEM
The followi ng are essential features of the Root CA testbed.
C.10.1.1 ROOT CA
Crypt ographi ¢ Modul e
The Root CA shall feature a FIPS 140-1 validated cryptographic
nodul e that inplements the DSA and DES. DSA shall be used to sign
and verify certificates, while DES shall be used to protect
personal information on certificate holders and any private or
symretrical keys exported fromthe cryptographic nmodule. The
crypt ographi c nodul e supports 1024-bit DSA public keys.

Page 8 of 70
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C.10.1.1 (Conti nued)

CA Functionality

The Root shall be able to sign and verify signatures, validate
certificates and certificate paths, generate X. 509 version 3
certificates, revoke certificates, generate X 509 version 2 CRLs,
post certificates and CRLs to an LDAP-accessible repository, |og
transactions, and archive those logs on a periodic basis. The
Root CA shall be able to perform ORA functions and inpl ement
enough PKI Client functionality to enable it to request
cross-certification, request revocation of cross-certificates, and
to use LDAP to retrieve certificates and CRLs. Al CA
functionality shall be docunented.

System Functionality

The systeminpl ementing the Root CA shall support twi sted pair

Et hernet to connect to the Internet via TCP/IP. |t shall be able
to perform system backups and to archive transaction logs to
external nedia. The CA systemshall inplement an LDAP client to

retrieve certificates and CRLs fromrepositories, TCP/IP-based
transport mechanismfor electronic PKI transactions, and S/M M as
a test application. The Root CA shall be able to hold
identification information on certificate holders in protected
(encrypted) form and provide access controls. Al system functions
shal | be docunent ed.

M SPC Conf or mance

The Root CA shall support the certificate profile defined in the
M SPC. It shall inplenment ORA-generated certificate request,
i ssuance, and revocation as defined in the M SPC and an engi ne for
certificate validation.

C 10.1.2 ORA
Crypt ographi ¢ Modul e

The standal one ORA shall feature a FIPS 140-1 validated
cryptographi c nmodul e that inmplenents the DSA and DES. DSA shal
be used to sign and verify certificate requests, while DES shal
be used to protect personal information on certificate hol ders and
any private or symretrical keys exported fromthe cryptographic
nodul e. The cryptographic nodul e supports 1024-bit DSA public
keys.

ORA Functionality

The standal one ORA shall be able to sign and verify signatures,
generate certificate requests for its own use and on behal f of
requesting entities, generate certificate revocation requests, |og
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C.10.1.2 (Conti nued)
transactions, and archive those |ogs on a periodic basis. It shal
accept requests frompotential certificate hol ders. The ORA shal
sign the certification requests and forward themto the Root CA

after verifying the identity of the requester. Al ORA
functionality shall be docunented.

System Functionality

The systeminpl ementing the standal one ORA shall support twi sted

pair Ethernet to connect to the Internet via TCP/IP. It shall be
able to perform system backups and to archive transaction logs to
external nmedia. The ORA systemshall inplenment an LDAP client to

retrieve certificates and CRLs fromrepositories, a TCP/IP-based
transport mechanismfor electronic PKI transactions, and S/M M as
a test application. The standal one ORA shall be able to hold
identification information on certificate holders in protected
(encrypted) form and provide access controls to that information.
Al'l system functions shall be docunented.

M SPC Conf or mance

The standal one ORA shall support certification and revocation
requests.

C. 10.1.3 CLI ENT
Crypt ographi ¢ Modul e

The client software shall inplenment the DSA and DES. DSA shal
be used to sign and verify PKI transactions and data handl ed by
the test application, while DES shall be used to protect any data
requiring confidentiality such as private or symetrical keys
exported fromthe cryptographi c nodul e. The cryptographi ¢ nodul e
supports 1024-bit DSA public keys.

Client/Certificate Holder Functionality

The client software shall enable the certificate holder to sign
and verify signatures, retrieve certificates and CRLs, request and
revoke certificates, and validate certificate chains. It shal
i nclude an LDAP client and a TCP/I|P-based transport nechani sm for
PKI transactions. The client software shall al so support S/M M as
a test application.

System Functionality
The systeminplementing the client software shall support

twi sted pair Ethernet to connect to the Internet via TCP/IP.
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C.10.1.3 (Conti nued)

M SPC Conf or mance

It shall inplenment certification requests (through an ORA) and
certificate revocation requests, support repository access for
retrieval of certificates and CRLs, and an engine for certificate
val i dati on.

C. 10.2 ADDI TI ONAL FUNCTI ONALI TY

This section covers highly desirable functionality beyond the
core requirenents that will add value to vendor proposals.

C. 10.2.1 ROOT CA
Crypt ographi ¢ Modul e

- The Root CA features a FIPS 140-1 Level 1 validated
cryptographi c nmodul e that inplenents the DSA and DES.

- The Root CA features a FIPS 140-1 Level 2 validated
crypt ographi c nodul e that inplenents the DSA and DES.

- The Root CA features a FIPS 140-1 Level 3 validated
cryptographi c nmodul e that inplenents the DSA and DES.

- A cryptographic nmodul e i mpl enents RSA. This algorithm may or
may not be inplemented on the same nodul e inpl enenting DSS and
DES. Cryptographi c nmodul es i nplementing only non-FI PS approved
al gorithms need not be FIPS 140-1 validated. To constitute a
signi ficant enhancenent, support for this algorithmshall be
provided on the ORA and Clients as well

- The cryptographic nodul e inplenments ECDSA. This al gorithm may or
may not be inmplemented on the same nodul e i npl enenting DSS and
DES. Cryptographic nodul es i nplementing only non-FIPS approved
al gorithms need not be FIPS 140-1 validated. To constitute a
signi ficant enhancenent, support for this algorithmshall be
provided on the ORA and Clients as well

- The cryptographic nodul e inplements RSA, and ECDSA. This
al gorithm may or may not be inplenented on the sane nodul e
i mpl enenting DSS and DES. Cryptographic nodul es inplenmenting
only non-FI PS approved al gorithms need not be FIPS 140-1
validated. To constitute a significant enhancement, support for
these al gorithns shall be provided on the ORA and Clients as
wel |

CA Functionality
- Self-registration support. This requires that the CA and the ORA
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C. 10.2.1

(Conti nued)
coordi nate or agree on the authentication information to the
requester will present to the Root with the certification
request.

Certificate renewal support.

System Functionality

The design allows easy incorporation of additional algorithmns.

The systemis able to verify authentication codes on software
being | oaded to prevent corrupt or malicious software.

M SPC Conf or mance

C. 10.2.2

Root CA inplenents all data formats and exchanges defined in
M SPC.

Root CA inplenents all transactions defined in the M SPC
Root CA inplenents full featured certificate validation engine.

STANDALONE ORA

Crypt ographi ¢ Modul e

The standal one ORA features a FIPS 140-1 Level 1 validated
cryptographi c nmodul e that inplenents the DSA and DES.

The Root CA features a FIPS 140-1 Level 2 validated
cryptographi c nmodul e that inplenents the DSA and DES.

A cryptographic nodule inplements RSA. This algorithmnmay or
may not be inmplenmented on the same nodul e i npl enenting DSS and
DES. Cryptographi c nmodul es i nplementing only non-FI PS approved
al gorithms need not be FIPS 140-1 validated. To constitute a
signi ficant enhancenent, support for this algorithmshall be
provided on the Root CA and Clients as well

The cryptographi c nodul e i npl enents ECDSA. This al gorithm may or
may not be inplemented on the same nodul e inpl enenting DSS and
DES. cryptographi c nmodul es i nplementing only non-FIPS approved
al gorithms need not be FIPS 140-1 validated. To constitute a
signi ficant enhancenent, support for this algorithmshall be
provi ded on the Root CA and Clients as well

The cryptographi ¢ nodul e i npl enents RSA, and ECDSA. This
al gorithm may or may not be inplenented on the sane nodul e
i mpl enenting DSS and DES. Cryptographic nodul es inplenmenting
only non-FI PS approved al gorithms need not be FIPS 140-1
validated. To constitute a significant enhancement, support for
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C. 10.2.2

(Conti nued)

t hese al gorithns shall be provided on the Root CA and Clients
as wel |

ORA Functionality

Self-registration support. This requires that the ORA provide
aut hentication information to requesters to be submitted with
their requests to the Root and that such information be
coordi nated or agreed upon with the Root CA

System Functionality

The design allows easy incorporation of additional algorithmns.

The systemis able to verify authentication codes on software
being | oaded to prevent corrupt or malicious software.

M SPC Conf or mance

C. 10.2.3

ORA inmplenents all data formats and exchanges defined in M SPC.
- ORA inplenments all transactions defined in the M SPC. - ORA
i mpl enents full featured certificate validation engine.

CLI ENT SOFTWARE

Crypt ographi ¢ Modul e

The Clients feature a FIPS 140-1 Level 1 validated cryptographic
nodul e that inplements the DSA and DES.

A cryptographic nodule inplements RSA. This algorithmnmay or
may not be inplenmented on the same nodul e inpl enenting DSS and
DES. Cryptographi c nmodul es i nplementing only non-FI PS approved
al gorithms need not be FIPS 140-1 validated. To constitute a
signi ficant enhancenent, support for this algorithmshall be
provi ded on the Root CA and ORA as well

The cryptographi c nodul e i npl enents ECDSA. This al gorithm may or
may not be inplemented on the same nodul e inpl enenting DSS and
DES. Cryptographi c nmodul es i nplementing only non-FIPS approved
al gorithms need not be FIPS 140-1 validated. To constitute a
signi ficant enhancenent, support for this algorithmshall be
provi ded on the Root CA and ORA as well

The cryptographi ¢ nodul e i npl enents RSA, and ECDSA. This
al gorithm may or may not be inplenented on the sane nodul e
i mpl enenting DSS and DES. Cryptographic nodul es inplenmenting
only non-FIPS approved al gorithms need not be FIPS 140-1
validated. To constitute a significant enhancement, support for
these al gorithns shall be provided on the Root CA and ORA as
wel |
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C.10.2.3 (Conti nued)

Client Functionality

- Self-registration support. Clients are able to request
aut hentication information fromtheir ORAs and apply it to
their certification requests to the Root CA

System Functionality

- The design allows easy incorporation of additional algorithms.

M SPC Conf or mance

- Clients inplenent all data formats and exchanges defined in
M SPC.

- Clients inplenent all transactions defined in the M SPC.

- Clients inplenent full featured certificate validation engine.
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Section D

SECTION D - PACKAG NG AND MARKI NG

D1 MARKI NG DELI VERABLES

(a) The contract number shall be placed on or adjacent to al
exterior mailing or shipping | abels of deliverable itens

called for by the contract.

(b) Mark all deliverables with the foll ow ng:

Contract No. 50SBNB7C1107

D. 2 PACKI NG FOR DOVESTI C SHI PMENT

Material shall be packed for shipnment in such a manner that will
ensure acceptance by conmon carriers and safe delivery at

destination. Containers and cl osures shal
Interstate Comerce Conmi ssion regul ations,

conply with the
Uni f or m Frei ght

Classification Rules, or regulations of other carriers as

applicable to the node of transportation.
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E 2

SECTI ON E - | NSPECTI ON AND ACCEPTANCE

52.252-2 CLAUSES | NCORPORATED BY REFERENCE (JUN 1988)

This contract incorporates one or nore clauses by reference,
with the sane force and effect as if they were given in full text.
Upon request, the Contracting Officer will make their full text
avai l abl e.

l. FEDERAL ACQUI SI TI ON REGULATI ON (48 CFR CHAPTER 1)

CLAUSES
NUMBER TI TLE DATE
52. 246-2 | NSPECTI ON OF SUPPLI ES AUG 1996
- FI XED- PRI CE
52. 246-16 RESPONSI Bl LI TY FOR SUPPLI ES APR 1984

ACCEPTANCE PERI CD

Al'l itenms procured under this contract shall be subject to an
Accept ance Period of a mnimum of 30 days and up to a total of 60
days before acceptance by the Governnent. The purpose of this
Acceptance Period is to deterni ne whether the system delivered
neets the specifications. To acconplish this, N ST personnel will
test the systemlis normal operations, execute all functions, and
try all features. Testing shall include the execution of the
System Test Plan and attenpts to subvert system security
protections.

Testing shall be conprehensive in the follow ng three areas:
functionality, performance, and security. Testing shall exhibit
correct execution of all major services and functions under a
conpr ehensi ve set of circunmstances and inputs. Perfornmance
testing shall be conducted under workload of about thirty users
(Cients, ORAs, subordinate CAs, and cross-certified CAs).
Security testing shall be performed to show that the security
controls work under a conprehensive set of circunmstances.

If the Contractor delivers a systemthat performs the required
functions, but fails to performas required, the Governnent shal
not accept the non-conpliant conponents and may reject the
conpl ete systemat no cost to the governnent.

The acceptance period shall begin the date installation is
conpl eted, and shall end when the system has successfully
conpleted the test suite program The Contracting O ficer shal
provide witten notification of the date the Acceptance Period
begi ns.
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E 2

E. 3

(Conti nued)

In the event the itens are not functioning within the 30 day
testing period, the acceptance period nmay be extended by the
Government and recal cul ated on a day-by-day basis until the test
suite programis successfully conpleted. |If the system or any
conponent fails after 60 cal endar days, fromthe first day of the
Accept ance Period, the governnent may terminate the contract for
defaul t.

The government may delay the start of the Acceptance Period from
the date of installation for a period of 30 days at no cost to the
gover nnent .

| NSTALLATI ON DATE

The installation date is the date installation is conpleted or
in the case of nodifications, substitutions, additions, updates,
i mprovenent, replacenents or revisions, the first regular work day
after the Contractor conpletes such action. The Contracting
O ficer shall provide witten notification of the Installation
Date to the Contractor.

DATE OF ACCEPTANCE

The date of acceptance shall be the last day of the successfu
Acceptance Period. The Contracting O ficer shall notify the
contractor of acceptance by witten notice specifying the date of
acceptance. |f acceptance has not occurred before the contract
termexpires, the Governnment may extend the term of the contract
unilaterally for the period of time necessary to acconplish
accept ance.

DAI LY RECORDS

The Government shall maintain daily records to support all of
t he above requirenents.
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F.2

F.3

SECTION F - DELI VERI ES OR PERFORMANCE

52.252-2 CLAUSES | NCORPORATED BY REFERENCE (JUN 1988)

This contract incorporates one or nore clauses by reference,
with the sane force and effect as if they were given in full text.
Upon request, the Contracting Officer will make their full text
avai l abl e.

l. FEDERAL ACQUI SI TI ON REGULATI ON (48 CFR CHAPTER 1)

CLAUSES
NUMBER TI TLE DATE
52.242-15 STOP- WORK ORDER AUG 1989
52.242-17 GOVERNMENT DELAY OF WORK APR 1984
52.247-35 F. O.B. DESTI NATION, WTHI N APR 1984

CONSI GNEE' S PREM SES
PERI OD OF PERFORMANCE

The period of performance of this contract is fromthe effective
date of the contract through 120 days.

DELI VERY LOCATI ON
Shi pnent of deliverable items, other than reports, shall be to:
Nati onal Inst of Stds & Technol ogy
Bl dg 820 Rm 426
Gai t her sburg, MD 20899
PROGRESS REPORTS

Pithy project status reports shall be provided to the COIR in
witing every nmonth and shall include a sunmary of tasks
acconpl i shed and any mmj or probl ens or obstacles. Theses reports
may be delivered via facsinile, electronic, or postal mail.

DELI VERABLES

The offeror shall furnish the following itens and integrate al
system conponents into a Root CA testbed:

1. A detailed systemdesign based on the Statenent of Work, the
Desi gn Specifications and the identified references: due one nonth
after contract award.

Al remaining items (2 thru 8) are due within 120 days after
contract award:
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5

(Conti nued)

2. Root CAwth client and ORA functionality

A single systemthat neets the requirements in the SOWand the
Desi gn Specifications. Includes a FIPS 140-1 validated
cryptographi c nodul e, CA software (includes |icenses for
installation of necessary COIS products on at |east one conputer
and source code to all software devel oped to neet the Design
Specification), repository and archive facility access, and
har dwar e.

3. Standal one ORA

A software inplenentation installed on a single systemthat
neets the requirenments in the SONand the Design Specifications.
Includes a FIPS 140-1 val i dated cryptographi c nodul e, ORA
software, repository and archive facility access, hardware, and
licenses for installation of necessary COIS products on at | east
one computer. NI ST shall own source code to all software devel oped
to meet the Design Specification.

4. dient software

I ncl udes a cryptographic nodule, client software, and repository
access. NI ST shall own licenses for installing applicable
of f-the-shel f software on about ten systens, and source code to
all software devel oped to nmeet the Design Specification.

5. Archive subsystem

A single systemor device to be shared by the Root CA and the
st andal one ORA. NI ST shall own all equipnent, applicable
of f-the-shelf software |icenses, and source code to all software
devel oped to nmeet the Design Specification. A reasonabl e anpunt
of startup nmedia shall also be provided. Integration of the
testbed conmponents into a working system capabl e of posting to,
and retrieving from the repository (GFE) certificates and CRLs.

6. Full documentation on the operation and mai ntenance of the
t est bed.

7. Delivery, setup, and denonstration of the operating testbed.

8. A systemtest suite that will verify the correct operation
of the testbed. This deliverable is further defined in Section C
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G2

SECTI ON G - CONTRACT ADM NI STRATI ON DATA

CONTRACTI NG OFFI CER S TECHNI CAL
REPRESENTATI VE ( COTR)

(a) (To be designated at time of award), is hereby designated as
the Contracting Officer's Technical Representative. The COTR
may be changed at any time by the Government without prior
notice to the contractor but notification of the change,

i ncluding the name and address of the successor COTR, will be
promptly provided to the Contractor by the Contracting Oficer
inwiting. The COTRis located at the U. S. Department of
Conmrer ce,

Hi s tel ephone nunmber is Area Code

(b) The responsibilities and Iinmtations of the COTR are as
fol |l ows:

(1) The Contracting Oficer's Technical Representative is
responsi ble for the technical aspects of the project and
technical liaison with the Contractor. The COTR is also
responsi ble for the final inspection and acceptance of
all reports, and such other responsibilities as my be
specified in the contract.

(2) The COTR is not authorized to nake any commitnents or
ot herwi se obligate the Government or authorize any
changes which affect the Contract price, terms or
conditions. Any Contractor request for changes shall be
referred to the Contracting Officer directly or through
the COTR. No such changes shall be nmade without the
expressed prior authorization of the Contracting Oficer.
The COTR nay designate assistant COTR(s) to act for him
by nam ng such assistant in witing and transmtting a
copy of such designation through the Contracting Oficer
to the Contractor.

GOVERNMENT- FURNI SHED PROPERTY

The Government will provide the follow ng iten(s) of Governnent
property to the Contractor for use in the performance of this
contract. This property shall be used and maintained by the
Contractor in accordance with provisions of the "Governnent
Property" cl ause.

(a) Secure Hash Algorithm[FIPS180] inplenentation and test
speci fication;
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G2

G 3

(Conti nued)

(b) Digital Signature Al gorithm[FIPS186] inplenentation and test
speci fication;

(c) Data Encryption Standard [FIPS46] inplenmentation,;
(d) Pentium PC runni ng W ndows NT;
(e) Pentium PC runni ng W ndows 95;
(f) SPARCstation20 running Solaris 2.5;
(g) Netscape Directory Server 1.0.
CONTRACTI NG OFFI CER' S AUTHORI TY

The Contracting Officer is the only person authorized to nmake or
approve any changes in any of the requirenents of this contract
and notwi t hst andi ng any provisions contained el sewhere in this
contract, the said authority remains solely in the Contracting
Oficer. 1In the event the Contractor nakes any changes at the
direction of any person other than the contracting officer, the
change will be considered to have been made wi thout authority and

no adjustnment will be made in the contract prices to cover an
increase in costs incurred as a result thereof.
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SECTI ON H - SPECI AL CONTRACT REQUI REMENTS

ENERGY STAR REQUI REMENT

The Contractor shall provide mcroconmputers, including persona
conputers, nonitors, and printers, to neet "EPA Energy Star"
requi rements for energy efficiency. They shall be equipped with
the energy efficient | ow power standby feature as defined by the
EPA Energy Star conputers program This feature shall be
activated with the equi pnment is shipped and shall be capabl e of
entering and recovering fromthe | ow power state unless the
equi pment neets Energy Star efficiency levels at all tinmes.
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PART 11 - CONTRACT CLAUSES

SECTION | - CONTRACT CLAUSES

Section |

.1 52.252-2 CLAUSES | NCORPORATED BY REFERENCE (JUN 1988)

This contract incorporates one or nore clauses by reference,
with the sane force and effect as if they were given in full text.
the Contracting Officer will make their

Upon request,
avai l abl e.

ful

t ext

l. FEDERAL ACQUI SI TI ON REGULATI ON (48 CFR CHAPTER 1)

NUMBER

52.202-1
52.203-3
52.203-5
52.203-6

52.203-7
52.204-4

52.209-6

52.211-5
52.211-7

52.215-2
52.215-26
52.215-33
52.219-8

52.222-20
52.222-26
52.222-36

52.222-37

52.223-2
52.223-6
52.223-14
52.225-11

CLAUSES

TI TLE

DEFI NI TI ONS

GRATUI Tl ES

COVENANT AGAI NST CONTI NGENT FEES
RESTRI CTI ONS ON SUBCONTRACTOR
SALES TO THE GOVERNMENT
ANTI - KI CKBACK PROCEDURES

PRI NTI NG COPYlI NG DOUBLE- SI DED

ON RECYCLED PAPER

PROTECTI NG THE GOVERNMENT' S

| NTEREST WHEN SUBCONTRACTI NG W TH
CONTRACTORS DEBARRED, SUSPENDED,
OR PROPCSED FOR DEBARMENT

NEW MATERI ALS

OTHER THAN NEW MATERI AL,

RESI DUAL | NVENTORY, AND FORMER
GOVERNMENT SURPLUS PROPERTY
AUDI T AND RECORDS- - NEGOTI ATI ON

I NTEGRITY OF UNIT PRI CES

ORDER OF PRECEDENCE

UTI LI ZATI ON OF SMALL, SMALL

DI SADVANTAGED AND WOVEN- OWNED
SMALL BUSI NESS CONCERNS

WALSH- HEALEY PUBLI C CONTRACTS ACT
EQUAL OPPORTUNI TY

AFFI RVATI VE ACTI ON FOR

HANDI CAPPED WORKERS

EMPLOYMENT REPORTS ON SPECI AL

DI SABLED VETERANS AND VETERANS
OF THE VI ETNAM ERA

CLEAN Al R AND WATER

DRUG- FREE WORKPLACE

TOXI C CHEM CAL RELEASE REPORTI NG
RESTRI CTI ONS ON CERTAI N FOREI GN
PURCHASES
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DATE
ocT
APR
APR
JUL

JUL
JUN

JUL

MAY

AUG
JAN
JAN

DEC
APR
APR

JAN

APR
JAN

1995
1984
1984
1995

1995
1996

1995

1995
1995

1996
1997
1986
1995

1996
1984
1984

1988

1984
1997
1996
1996
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.2

1

(Co

52

52.
52.

52.
52.

52.
52.

52.
52.
52.
52.
52.
52.
52.

52.
52.
52.
52.
52.
52.

52.
52.

52.

52.

52.

nti nued)

. 225-21

227-1
227-2

227-14
227-19

229-3
229-5

232-1
232-8
232-11
232-17
232-23
232-25
232- 33

233-1
233-3
242-13
243-1
244-5
244-6

245-1
245-4

249-2
249-8

253-1

BUY AMERI CAN ACT- - NORTH AMERI CAN

FREE TRADE AGREEMENT | MPLEMENTATI ON

ACT- - BALANCE OF PAYMENTS PROGRAM
AUTHORI ZATI ON AND CONSENT

NOTI CE AND ASS| STANCE REGARDI NG
PATENT AND COPYRI GHT | NFRI NGEVENT
RI GHTS | N DATA - GENERAL
COWVERCI AL COVPUTER SOFTWARE

- RESTRI CTED RI GHTS

FEDERAL, STATE, AND LOCAL TAXES
TAXES - CONTRACTS PERFORMED

IN U S. POSSESSI ONS

OR PUERTO RI CO

PAYMENTS

DI SCOUNTS FOR PROMPT PAYMENT
EXTRAS

| NTEREST

ASSI GNVENT OF CLAI MS

PROVPT PAYNENT

MANDATORY | NFORMATI ON FOR
ELECTRONI C FUNDS TRANSFER
PAYMENT

DI SPUTES

PROTEST AFTER AWARD

BANKRUPTCY

CHANGES - FI XED- PRI CE

COVPETI TI ON | N SUBCONTRACTI NG
SUBCONTRACTS FOR COMMERCI AL | TEMB
AND COMVERCI AL COMPONENTS
PROPERTY RECORDS

GOVERNVENT- FURNI SHED PROPERTY

( SHORT FORM)

TERM NATI ON FOR CONVENI ENCE

OF THE GOVERNMENT ( FI XED- PRI CE)
DEFAULT ( FI XED- PRI CE SUPPLY
AND SERVI CE)

COVPUTER GENERATED FORMS

Section |

JAN

JUL

AUG

JUN
JUN

JAN
APR
APR
APR
JUN
JAN

MAY
AUG

AUG
JUL
AUG

APR
APR

SEP

APR

JAN

52.203-8 CANCELLATI ON, RESCI SSI ON, AND RECOVERY OF

FUNDS FOR | LLEGAL OR | MPROPER ACTIVITY (JAN 1997)

(a)

If the Gover nment

1997

1995
1996

1987
1987

1991
1984

1984
1997
1984
1996
1986
1997
1996

1995
1996
1995
1987
1996
1995

1984
1984

1996

1984

1991

receives information that a contractor
person has engaged in conduct constituting a violation of

or a

subsection (a), (b), (c), or (d) of Section 27 of the Ofice
Procurenment Policy Act (41 U . S.C. 423) (the Act),

of Feder al

as anended by section 4304 of the 1996 Nati ona
L

Aut hori zat
Gover nment

(1) Cancel the solicitation, if the contract

ion Act for Fiscal Year 1996 (Pub
may- -

awar ded or issued; or
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1.2 (Conti nued)

Section |

(2) Rescind the contract with respect to which--

(i) The Contractor or someone acting for the Contractor

(ii)

has been convicted for an offense where the conduct
constitutes a violation of subsection 27 (a) or (b)
of the Act for the purpose of either--

(A) Exchanging the information covered by such
subsections for anything of value; or

(B) Obtaining or giving anyone a conpetitive
advantage in the award of a Federal agency
procurenent contract; or

The head of the contracting activity has

det erm ned, based upon a preponderance of the

evi dence, that the Contractor or sonmeone acting for
the Contractor has engaged in conduct constituting
an of fense puni shabl e under subsections 27(e) (1) of
the Act.

(b) I'f the Government rescinds the contract under paragraph (a) of
this clause, the Government is entitled to recover, in
addition to any penalty prescribed by |aw, the amunt expended

the contract.

under

(c) The rights and renedi es of the Governnent specified herein are
not exclusive, and are in addition to any other rights and
renmedi es provided by | aw, regulation, or under this contract.

.3 52.203-12 LI M TATI ON ON PAYMENTS TO | NFLUENCE CERTAI N
FEDERAL TRANSACTI ONS ( DEVI ATI ON NOV 1990) (JAN 1990)

(a) Definitions.

"Agency, "
defined in 2.101

as used in this clause, nmeans executive agency as

"Covered Federal action," as used in this clause, nmeans any of
the foll owi ng Federal actions:

(a)
(b)
(c)
(d)
(e)

The awar di ng of any Federal contract;

The maki ng of any Federal grant;

The maki ng of any Federal | oan;

The entering into of any cooperative agreement; and,

The extension, continuation, renewal, anmendnent, or
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nodi fication of any Federal contract, grant, |oan, or
cooperative agreenent.

“Indian tribe" and "tribal organization," as used in this

cl ause, have the neaning provided in section 4 of the Indian
Sel f-Determ nati on and Educati on Assistance Act (25 U.S.C
450B) and include Al askan Natives.

"“Influencing or attenpting to influence," as used in this

cl ause, means making, with the intent to influence, any
conmuni cati on to or appearance before an officer or enpl oyee
of any agency, a Menmber of Congress, an officer or enployee of
Congress, or an enployee of a Menmber of Congress in connection
with any covered Federal action.

"Local government," as used in this clause, nmeans a unit of
government in a State and, if chartered, established, or

ot herwi se recogni zed by a State for the performance of a
governmental duty, including a |ocal public authority, a
special district, an intrastate district, a council of
governments, a sponsor group representative organi zation, and
any other instrunmentality of a | ocal governnent.

"Officer or enmployee of an agency," as used in this clause,
i ncludes the followi ng individuals who are enpl oyed by an
agency:

(a) An individual who is appointed to a position in the
Government under title 5, United States Code, including a
position under a tenporary appointnent.

(b) A menber of the uniforned services as defined in
subsection 101(3), title 37, United States Code.

(c) A special Governnment enployee, as defined in section 202,
title 18, United States Code.

(d) An individual who is a nmenber of a Federal advisory
conmittee, as defined by the Federal Advisory Committee
Act, title 5, United States Code, appendix 2.

"Person," as used in this clause, means an individual

cor poration, conpany, association, authority, firm
partnership, society, State, and |ocal government, regardl ess
of whether such entity is operated for profit or not for
profit. This term excludes an Indian tribe, triba

organi zation, or any other Indian organization with respect to
expendi tures specifically permtted by other Federal |aw.

"Reasonabl e conpensation," as used this clause, neans, with
respect to a regularly enmployed officer or enployee of any

Page 26 of 70



52SBNB7C1107 Secti on

.3

(Conti nued)

person, conpensation that is consistent with the nornal
conpensation for such officer or enployee for work that is not
furnished to, not funded by, or not furnished in cooperation
with the Federal Government.

"Reasonabl e paynent," as used this clause, neans, with respect
to professional and other technical services, a paynment in an
amount that is consistent with the anpunt normally paid for
such services in the private sector

"Recipient," as used in this clause, includes the Contractor
and all subcontractors. This term excludes an Indian tribe,
tribal organi zation, or any other |Indian organization wth
respect to expenditures specifically pernmitted by other
Federal | aw.

"Regul arly enployed," as used in this clause, neans, with
respect to an officer or enployee of a person requesting or
receiving a Federal contract, an officer or enployee who is
enpl oyed by such person for at |east 130 working days within 1
year inmmedi ately preceding the date of the subnission that
initiates agency consideration of such person for receipt of
such contract. An officer or enployee who is enployed by such
person for |ess than 130 working days within 1 year

i medi ately preceding the date of the subm ssion that
initiates agency consideration of such person shall be
considered to be regularly enployed as soon as he or she is
enpl oyed by such person for 130 working days.

"State," as used in this clause, neans a State of the United
States, the District of Colunbia, the Commonweal th of Puerto
Rico, a territory or possession of the United States, an
agency or instrunmentality of a State, and nmulti-State,
regional, or interstate entity having governnental duties and
powers.

(b) Prohibitions.

(1) Section 1352 of title 31, United States Code, anmong ot her
t hi ngs, prohibits a recipient of a Federal contract,
grant, loan, or cooperative agreenent from using
appropriated funds to pay any person for influencing or
attenpting to influence an officer or enployee of any
agency, a Menber of Congress, an officer or enpl oyee of
Congress, or an enployee of a Menber of Congress in
connection with any of the followi ng covered Federa
actions: the awardi ng of any Federal contract; the naking
of any Federal grant; the making of any Federal |oan; the
entering into of any cooperative agreenent; or the
nodi fication of any Federal contract, grant, |oan, or
cooperative agreenent.

Page 27 of 70



52SBNB7C1107

.3

Section |

(Conti nued)

(2)

(3)

The Act also requires Contractors to furnish a disclosure
i f any funds other than Federal appropriated funds
(including profit or fee received under a covered Federa
transaction) have been paid, or will be paid, to any
person for influencing or attenpting to influence an

of ficer or enployee of any agency, a Menmber of Congress,
an officer or enployee of Congress, or an enployee of a
Menber of Congress in connection with a Federal contract,
grant, loan, or cooperative agreenent.

The prohibitions of the Act do not apply under the
foll owi ng conditions:

(i) Agency and legislative liaison by own enpl oyees.

(A) The prohibition on the use of appropriated
funds, in subparagraph (b)(1) of this clause,
does not apply in the case of a payment of
reasonabl e conpensati on made to an officer or
enpl oyee of a person requesting or receiving a
covered Federal action if the paynent is for
agency and legislative liaison activities not
directly related to a covered Federal action.

(B) For purposes of subdivision (b)(3)(i)(A) of
this clause, providing any information
specifically requested by an agency or Congress
is permitted at any tinme.

(© The followi ng agency and | egislative |iaison
activities are permtted at any time where they
are not related to a specific solicitation for
any covered Federal action:

(1) Discussing with an agency the qualities
and characteristics (including individua
denonstrations) of the person's products
or services, conditions or terns of sale,
and service capabilities.

(2) Technical discussions and other activities
regardi ng the application or adaptation of
t he person's products or services for an
agency's use.

(D) The foll owi ng agency and | egislative |iaison
activities are permtted where they are prior
to formal solicitation of any covered Federa
action--
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(1)

(2)

(3)

Section |

Providing any information not specifically
requested but necessary for an agency to
make an inforned deci sion about initiation
of a covered Federal action;

Techni cal discussions regarding the
preparation of an unsolicited proposa
prior to its official subm ssion; and

Capability presentations by persons
seeki ng awards from an agency pursuant to
t he provisions of the Small Business Act,
as anended by Pub. L. 95-507, and
subsequent amendnents.

(E) Only those services expressly authorized by
subdi vision (b)(3)(i)(A) of this clause are
permtted under this clause.

(ii) Professional and technical services.

(A) The prohibition on the use of appropriated
funds, in subparagraph (b)(1) of this clause,
does not apply in the case of--

(1)

(2)

A paynment of reasonabl e conpensati on nade
to an officer or enployee of a person
requesting or receiving a covered Federa
action or an extension, continuation,
renewal , amendment, or nodification of a
covered Federal action, if paynent is for
prof essi onal or technical services
rendered directly in the preparation,
subm ssi on, or negotiation of any bid,
proposal, or application for that Federa
action or for nmeeting requirements inposed
by or pursuant to law as a condition for
recei ving that Federal action.

Any reasonabl e paynment to a person, other
than an officer or enployee of a person
requesting or receiving a covered Federa
action or any extension, continuation,
renewal , amendnment, or nodification of a
covered Federal action if the paynent is
for professional or technical services
rendered directly in the preparation,
subm ssi on, or negotiation of any bid,
proposal, or application for that Federa
action or for meeting requirenments inposed
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(B)
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Section |

by or pursuant to law as a condition for
recei ving that Federal action. Persons
other than officers or enployees of a
person requesting or receiving a covered
Federal action include consultants and
trade associ ations.

For purposes of subdivision (b)(3)(ii)(A) of
this clause, "professional and technica
services" shall be linted to advice and

anal ysis directly applying any professional or
techni cal discipline. For exanple, drafting of
a | egal docunent acconpanying a bid or proposa
by a lawer is allowable. Simlarly, technica
advi ce provided by an engi neer on the
performance or operational capability of a

pi ece of equi pment rendered directly in the
negoti ati on of a contract is allowable.
However, comunications with the intent to

i nfl uence nade by a professional (such as a
licensed | awer) or a technical person (such as
a licensed accountant) are not allowable under
this section unless they provide advice and
anal ysis directly applying their professiona

or technical expertise and unless the advice or
analysis is rendered directly and solely in the
preparation, subm ssion or negotiation of a
covered Federal action. Thus, for exanple,
comuni cations with the intent to influence
made by a | awer that do not provide |ega
advice or analysis directly and solely rel ated
to the |l egal aspects of his or her client's
proposal, but generally advocate one proposa
over another are not allowable under this
section because the | awer is not providing
prof essional |egal services. Sinilarly,

comuni cations with the intent to influence
made by an engi neer providing an engi neering
anal ysis prior to the preparation or subm ssion
of a bid or proposal are not all owabl e under
this section since the engineer is providing
techni cal services but not directly in the
preparation, subm ssion or negotiation of a
covered Federal action.

Requi rements i nposed by or pursuant to |law as a
condition for receiving a covered Federal award
i ncl ude those required by |aw or regul ati on and
any other requirenents in the actual award
document s.
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(D) Only those services expressly authorized by
subdivisions (b)(3)(ii)(A) (1) and (2) of this
cl ause are permtted under this clause.

(E) The reporting requirements of FAR 3.803(a)
shall not apply with respect to paynents of
reasonabl e conpensati on made to regularly
enpl oyed officers or enployees of a person

(iii) Selling activities by independent sales
representatives.

The prohibition on the use of appropriated funds,
i n subparagraph (b)(1) of this clause, does not
apply to the followi ng sales activities before an
agency by independent sal es representatives,

provi ded such activities are prior to fornal
solicitation by an agency and are specifically
limted to the merits of the matter;

(A) Discussing with an agency (i ncluding individua
denonstrations) the qualities and
characteristics of the person's products or
services, conditions or terms of sale, and
service capabilities; and

(B) Technical discussions and other activities
regardi ng the application or adoption of the
person's products or services for an agency's
use.

(c) Disclosure.

(1)

(2)

The Contractor who requests or receives froman agency a
Federal contract shall file with that agency a discl osure
form OMB standard form LLL, Disclosure of Lobbying
Activities, if such person has made or has agreed to make
any paynent using nonappropriated funds (to include
profits fromany covered Federal action), which would be
prohi bi ted under subparagraph (b)(1) of this clause, if
paid for with appropriated funds.

The Contractor shall file a disclosure format the end of
each cal endar quarter in which there occurs any event
that materially affects the accuracy of the information
contained in any disclosure formpreviously filed by such
person under subparagraph (c)(1) of this clause. An event
that materially affects the accuracy of the information
reported includes--
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(i) A cunulative increase of $25,000 or nore in the
amount paid or expected to be paid for influencing
or attenpting to influence a covered Federal action
or

(ii) A change in the person(s) or individual(s)

i nfluencing or attenpting to influence a covered
Federal action; or
(iii) A change in the officer(s), enployee(s), or
Menber (s) contacted to influence or attenpt to
i nfluence a covered Federal action.
(3) The Contractor shall require the submittal of a

(4)

certification, and if required, a disclosure formby any
person who requests or received any subcontract exceedi ng
$100, 000 under the Federal contract.

Al'l subcontractor disclosure forns (but not
certifications) shall be forwarded fromtier to tier

until received by the prime Contractor. The prine
Contractor shall submit all disclosures to the
Contracting Officer at the end of the cal endar quarter in
whi ch the disclosure formis subnmtted by the
subcontractor. Each subcontractor certification shall be
retained in the subcontract file of the awarding
Contractor.

(d) Agreenment. The Contractor agrees not to nake any paynent
prohi bited by this clause.

(e) Penalties.

(1)

(2)

(f) Cost

Any person who makes an expendi ture prohibited under
paragraph (a) of this clause or who fails to file or
amend the disclosure formto be filed or amended by
par agraph (b) of this clause shall be subject to civi
penalties as provided for by 31 U. S.C. 1352. An

i mposition of a civil penalty does not prevent the
Government from seeking any other renedy that may be
appl i cabl e.

Contractors may rely without liability on the
representati on made by their subcontractors in the
certification and disclosure form

allowability. Nothing in this clause makes all owabl e

or reasonable any costs which would otherwi se be unal | owabl e
or unreasonabl e. Conversely, costs nmade specifically
unal | owabl e by the requirenents in this clause will not be
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made al | owabl e under any ot her provision.

52.222- 35 AFFI RVMATI VE ACTI ON FOR SPECI AL DI SABLED
AND VI ETNAM ERA VETERANS ( APR 1984) ( DEVI ATI ON)

(a) Definitions.

“Appropriate office of the State enpl oynent service system"
as used in this clause, nmeans the |ocal office of the
Federal - State national system of public enployment offices
assigned to serve the area where the enpl oynent opening is to
be filled, including the District of Colunbia, Guam Puerto
Rico, Virgin Islands, Anerican Sanmpa, and the Trust Territory
of the Pacific Islands.

"Openi ngs that the Contractor proposes to fill fromwithinits
own organi zation," as used in this clause, neans enpl oynent
openi ngs for which no one outside the Contractor's

organi zation (including any affiliates, subsidiaries, and the
parent conpanies) will be considered and includes any openings
that the Contractor proposes to fill fromregularly
established "recall" lists.

"Openi ngs that the Contractor proposes to fill under a
customary and traditional enployer-union hiring arrangenent,"”
as used in this clause, nmeans enpl oynent openings that the
Contractor proposes to fill fromunion halls, under their
customary and traditional enployer-union hiring relationship

"Suitabl e enpl oynment openings," as used in this clause-

(1) Includes, but is not limted to, openings that occur in
j obs categorized as-

(1) Producti on and nonproducti on;

(ii) Plant and office;

(iii) Laborers and mechanics;

(iv) Supervisory and nonsupervisory;

(v) Techni cal ; and

(vi) Executive, administrative, and professiona
posi tions conpensated on a salary basis of |ess
than $25,000 a year; and

(2) Includes full-tinme enmploynment, tenporary enpl oyment of
over 3 days, and part-tinme enploynent, but not openings

that the Contractor proposes to fill fromwithin its own
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organi zation or under a customary and traditiona

enpl oyer-uni on hiring arrangenent, nor openings in an
educational institution that are restricted to students
of that institution.

(b) CGeneral. (1) Regarding any position for which the enpl oyee

or applicant for enploynent is qualified, the Contractor shal
not discrimnate against the individual because the individua
is a special disabled or Vietnam Era veteran. The Contractor
agrees to take affirmative action to enploy, advance in

enmpl oyment, and otherwi se treat qualified special disabled and
Vi et nam Era veterans wi thout discrimnation based upon their

di sability or veterans' status in all enploynment practices
such as-

(1) Enmpl oyment ;

(i) Upgr adi ng;

(iii) Denotion or transfer;

(iv) Recr ui t nent ;

(v) Adverti sing;

(vi) Layof f or term nation,;

(vii) Rates of pay or other forms of conmpensation; and
(viii) Selection for training, including apprenticeship

(2) The Contractor agrees to conply with the rules,

regul ati ons, and rel evant orders of the Secretary of
Labor (Secretary) issued under the Vietnam Era Veterans

Readj ust ment Assi stance Act of 1972 (the Act), as
anmended.

(c) Listing openings. (1) The Contractor agrees to list al

sui tabl e enpl oyment openi ngs existing at contract award or
occurring during contract performance, at an appropriate
office of the State enpl oynment service systemin the locality
where the opening occurs. These openings include those
occurring at any Contractor facility, including one not
connected with performng this contract. An independent
corporate affiliate is exenpt fromthis requirenment.

(2) State and | ocal governnent agenci es hol di ng Federa
contracts of $10,000 or nore shall also list all their
sui tabl e openings with the appropriate office of the
St ate enpl oynent servi ce.
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(d)

(e)

(3) The listing of suitable enploynent openings with the
State enpl oynent service systemis required at |east
concurrently with using any other recruitnment source or
effort and involves the obligations of placing a bona
fide job order, including accepting referrals of veterans
and nonveterans. This listing does not require hiring
any particular job applicant or hiring from any
particul ar group of job applicants and is not intended to
relieve the Contractor fromany requirenents of Executive
orders or regul ations concerning nondi scrimnation in
enpl oyment .

(4) Whenever the Contractor becomes contractually bound to
the listing terms of this clause, it shall advise the
State enpl oynent service system in each State where it
has establishments, of the name and | ocation of each
hiring location in the State. As long as the Contractor
is contractually bound to these ternms and has so advised
the State system it need not advise the State system of
subsequent contracts. The Contractor may advise the State
system when it is no longer bound by this contract
cl ause.

(5) Under the nost conpelling circunstances, an enpl oynent
opening may not be suitable for listing, including
situations when (i) the Governnent's needs cannot
reasonably be supplied, (ii) listing would be contrary to
nati onal security, or (iii) the requirenent of listing
woul d not be in the Government's interest.

Applicability. (1) This clause does not apply to the

listing of enployment openings which occur and are filled
outside the 50 States, the District of Colunbia, Puerto Rico,
Guam Virgin |Islands, Anmerican Sanpa, and the Trust Territory
of the Pacific Islands.

(2) The terms of paragraph (c) above of this clause do not
apply to openings that the Contractor proposes to fil
fromwi thin its own organi zation or under a customary and
traditional enployer-union hiring arrangenment. This
excl usion does not apply to a particular opening once an
enpl oyer decides to consider applicants outside of its
own organi zati on or enpl oyer-union arrangenment for that
openi ng.

Postings. (1) The Contractor agrees to post enploynent

notices stating (i) the Contractor's obligation under the |aw
to take affirmative action to enpl oy and advance i n enpl oynent
qual i fied special disabled veterans and veterans of the
Vietnamera, and (ii) the rights of applicants and enpl oyees.
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(f)

(9)

(2) These notices shall be posted in conspicuous places that
are available to enpl oyees and applicants for enpl oynment.
They shall be in a form prescribed by the Director
O fice of Federal Contract Conpliance Prograns,

Depart ment of Labor (Director), and provided by or
t hrough the Contracting Oficer.

(3) The Contractor shall notify each | abor union or
representative of workers with which it has a collective
bar gai ni ng agreement or other contract understanding,
that the Contractor is bound by the terns of the Act, and
is conmitted to take affirmative action to enpl oy, and
advance in enploynent, qualified special disabled and
Vi et nam Era veterans.

Nonconpl i ance. If the Contractor does not conply with the
requi rements of this clause, appropriate actions may be taken
under the rules, regulations, and rel evant orders of the
Secretary issued pursuant to the Act.

Subcontracts. The Contractor shall include the terms of

this clause in every subcontract or purchase order of $10, 000
or nore unless exenpted by rules, regulations, or orders of
the Secretary. The Contractor shall act as specified by the
Director to enforce the terns, including action for
nonconpl i ance.

52.225-9 TRADE AGREEMENTS ACT ( COMVERCE
DEPARTMENT DEVI ATI ON) (JAN 1992)

(a) This clause inplenents the Trade Agreenents Act of 1979 (19

U. S.C. 2501-2582) by providing a preference for U S. nade end
products, designated country end products, and Cari bbean Basin
country end products over other products.

“Cari bbean Basin country end product," as used in this clause,
means an article that (1) is wholly the growh, product, or
manuf acture of a Cari bbean Basin country (as defined in
section 25.401 of the Federal Acquisition Regulation (FAR)),

or (2) in the case of an article which consists in whole or in
part of materials fromanother country or instrumentality, has
been substantially transformed into a new and different
article of commerce with a name, character, or use distinct
fromthat of the article or articles fromwhich it was so
transformed. The termincludes services (except
transportation services) incidental to its supply; provided
that the value of those incidental services does not exceed
that of the product itself. It does not include service
contracts as such. The term excludes products that are
excluded fromduty free treatment for Caribbean countries
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under the Caribbean Basin Econom ¢ Recovery Act (19 U S.C.
2703(b)). These exclusions presently consist of (i) textiles
and apparel articles that are subject to textile agreenents;
(ii) footwear, handbags, |uggage, flat goods, work gloves, and
| eat her wearing apparel not designated as eligible articles
for the purpose of the Generalized System of Preferences under
Title V of the Trade Act of 1974; (iii) tuna, prepared or
preserved in any manner in airtight containers; (iv)

petrol eum or any product derived from petrol eum and (V)

wat ches and wat ch parts (including cases, bracelets and
straps), of whatever type including, but not limted to,
mechani cal, quartz digital or quartz analog, if such watches
and watch parts contain any material that is the product of
any country to which the Tariff Schedule of the United States
(TSUS) colum 2 rates of duty apply.

"Designated country end product," as used in this clause,
means an article that (1) is wholly the growh, product, or
manuf acture of the designated country (as defined in section
25.401 of the FAR), or (2) in the case of an article which
consists in whole or in part of materials from another country
or instrunentality, has been substantially transforned into a
new and different article of commerce with a nane, character
or use distinct fromthat of the article or articles from
which it was so transforned. The termincludes services
(except transportation services) incidental to its supply,
provi ded that the value of those incidental services does not
exceed that of the product itself. It does not include
service contracts as such

"End products," as used in this clause, nmeans those articles,
materials, and supplies to be acquired under this contract for
public use.

"Nondesi ghated country end product," as used in this clause,
means any end product which is not a U.S. made end product or
a designated country end product.

"U S. made end product," as used in this clause, neans an
article which (1) is wholly the growth, product, or

manuf acture of the United States, or (2) in the case of an
article which consists in whole or in part of materials from
anot her country or instrunentality, has been substantially
transformed in the United States into a new and different
article of commerce with a name, character, or use distinct
fromthat of the article or articles fromwhich it was so
transf or med.

"United States.' as used in this clause, means the United
States, its possessions, Puerto Rico, and any other place
which is subject to its jurisdiction, but does not include
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(b) The Contractor agrees to deliver under this contract only U S.
made end products, designated country end products, Caribbean
Basin country end products, or, if a national interest waiver
is granted under section 303 of the Trade Agreenents Act of
1979, nondesignated country end products. Only if such a
wai ver is granted may a nondesi gnated country end product be
del i vered under this contract.

(c) Ofers will be evaluated in accordance with the policies and
procedures of Part 25 of the FAR except that offers of U. S
made end products shall be evaluated w thout the restrictions
of the Buy Anerican Act or the Bal ance of Payments Act.

52.239-1 PRI VACY OR SECURI TY SAFEGUARDS (AUG 1996)

(a) The Contractor shall not publish or disclose in any manner,
wi thout the Contracting Oficer's witten consent, the details
of any safeguards either designed or devel oped by the
Contractor under this contract or otherw se provided by the
Gover nment .

(b) To the extent required to carry out a program of inspection to
saf equard agai nst threats and hazards to the security,
integrity, and confidentiality of Government data, the
Contractor shall afford the Governnent access to the
Contractor's facilities, installations, technica
capabilities, operations, docunentation, records, and
dat abases.

(c) I'f new or unanticipated threats or hazards are discovered by
either the Governnent or the Contractor, or if existing
saf eguards have ceased to function, the di scoverer shal
i Mmediately bring the situation to the attention of the other

party.
52.252-6 AUTHORI ZED DEVI ATI ONS | N CLAUSES ( APR 1984)

(a) The use in this solicitation or contract of any Federa
Acqui sition Regul ation (48 CFR Chapter 1) clause with an
aut horized deviation is indicated by the addition of
"(DEVIATION)" after the date of the clause.

(b) The use in this solicitation or contract of any Conmmerce
Acqui sition Regul ation clause with an authorized deviation is
i ndicated by the addition of "(DEVIATION)" after the nane of
t he regul ati on.
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PART Il - LIST OF DOCUMENTS, EXHI BI TS AND OTHER ATTACHMENTS
SECTION J - LIST OF ATTACHMENTS
J. 1 LI ST OF ATTACHVENTS THAT ARE HEREBY MADE A PART OF THI S
SOLI CI TATI ON AND ANY RESULTANT CONTRACT
Attachnment One: Root Certification Authority Design Docunent
Attachment Two: M ninmum I nteroperability Specification for

PKI Conponents is obtainable on the internet
at: http://csrc.nist.gov/pki/wel conme. htm
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Section K

PART 1V - REPRESENTATI ONS AND | NSTRUCTI ONS

SECTI ON K - REPRESENTATI ONS, CERTI FI CATI ONS, AND

52.203-2

OTHER STATEMENTS OF OFFERORS

CERTI FI CATE OF | NDEPENDENT PRI CE DETERM NATI ON

(APR 1985)

(a) The offeror certifies that--

(1)

(2)

(3)

(b) Each
cert

(1)

(2)

The prices in this offer have been arrived at

i ndependently, without, for the purpose of restricting
conpetition, any consultation, conmunication, or
agreement with any other offeror or conpetitor relating
to (i) those prices, (ii) the intention to subnit an
offer, or (iii) the nethods or factors used to calcul ate
the prices offered;

The prices in this offer have not been and will not be
knowi ngly disclosed by the offeror, directly or
indirectly, to any other offeror or conpetitor before bid
opening (in the case of a sealed bid solicitation) or
contract award (in the case of a negotiated solicitation)
unl ess otherw se required by |aw, and

No attenpt has been made or will be nade by the offeror
to induce any other concern to submit or not to subnit an
of fer for the purpose of restricting conpetition.

signature on the offer is considered to be a
fication by the signatory that the signatory--

Is the person in the offeror's organization responsible
for determining the prices being offered in this bid or
proposal, and that the signatory has not participated and
will not participate in any action contrary to

subpar agraphs (a) (1) through (a)(3) of this provision; or

(1) Has been authorized, in witing, to act as agent
for the following principals in certifying that
t hose principals have not participated, and wll
not participate in any action contrary to
subpar agraphs (a) (1) through (a)(3) of this
provi si on

[Insert full nane of person(s) in the offeror's
organi zation responsible for determ ning the
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K. 2

(Conti nued)

(c)

prices offered in this bid or proposal, and the
title of his or her position in the offeror's
organi zati on];

(ii) As an authorized agent, does certify that the
principals naned in subdivision (b)(2)(i) of this
provi si on have not participated, and will not

participate, in any action contrary to
subpar agraphs (a) (1) through (a)(3) of this
provi si on; and

(iii) As an agent, has not personally participated, and

will not participate, in any action contrary to
subpar agraphs (a) (1) through (a)(3) of this
provi si on.

If the offeror deletes or nodifies subparagraph (a)(2) of this
provision, the offeror nust furnish with its offer a signed
statenment setting forth in detail the circunstances of the

di scl osure.

52.203-11 CERTI FI CATI ON AND DI SCLOSURE REGARDI NG
PAYMENTS TO | NFLUENCE CERTAI N FEDERAL TRANSACTI ONS
DEVI ATI ON (JAN 1990)

(a)

(b)

The definitions and prohibitions contained in the clause, at
FAR 52.203-12, Limtation on Paynments to Influence Certain
Federal Transactions, included in this solicitation, are
hereby incorporated by reference in paragraph (b) of this
certification.

The offeror, by signing its offer, hereby certifies to the
best of his or her know edge and belief as of Decenber 23,
1989 that--

(1) No Federal appropriated funds have been paid or will be
paid to any person for influencing or attenpting to
i nfl uence an officer or enployee of any agency, a Menber
of Congress, an officer or enployee of Congress, or an
enmpl oyee of a Menber of Congress on his or her behalf in
connection with the awarding of a contract resulting from
this solicitation;

(2) If any funds other than Federal appropriated funds
(including profit or fee received under a covered Federa
transaction) have been paid, or will be paid, to any
person for influencing or attenpting to influence an
of ficer or enployee of any agency, a Menmber of Congress,
an officer or enployee of Congress, or an enployee of a
Menber of Congress on his or her behalf in connection
with this solicitation, the offeror shall conplete and
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(c)

submit with its offer, OMB standard form LLL, Disclosure
of Lobbying Activities, to the Contracting Oficer, and

(3) He or she will include the | anguage of this certification
in all subcontract awards at any tier and require that
all recipients of subcontract awards in excess of
$100, 000 shall certify and discl ose accordingly.

Submi ssion of this certification and disclosure is a
prerequisite for making or entering into this contract inposed
by section 1352, title 31, United States Code. Any person who
makes an expenditure prohibited under this provision or who
fails to file or amend this disclosure formto be filed or
amended by this provision, shall be subject to a civil penalty
of not less than $10,000, and not nore than $100, 000, for each
such failure

K. 3 52.204-3 TAXPAYER | DENTI FI CATI ON ( MAR 1994)

(a)

(b)

(c)

Definitions.
"Common parent," as used in this solicitation provision, neans
that corporate entity that owns or controls an affiliated
group of corporations that files its Federal incone tax
returns on a consolidated basis, and of which the offeror is a
memnber .

"Corporate status," as used in this solicitation provision
means a designation as to whether the offeror is a corporate
entity, an unincorporated entity (e.g., sole proprietorship or
partnership), or a corporation providing nedical and health
care services.

"Taxpayer ldentification Number (TIN)," as used in this
solicitation provision, nmeans the nunber required by the IRS
to be used by the offeror in reporting incone tax and ot her
returns.

Al offerors are required to subnit the information required

i n paragraphs (c) through (e) of this solicitation provision
in order to conply with reporting requirenents of 26 U. S.C
6041, 6041A, and 6050M and i npl emrenting regul ati ons i ssued by
the Internal Revenue Service (IRS). |If the resulting contract
is subject to the reporting requirenments described in FAR
4.903, the failure or refusal by the offeror to furnish the
information may result in a 31 percent reduction of paynents
ot herwi se due under the contract.

Taxpayer ldentification Number (TIN)

[ 1 TIN
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[ 1] TIN has been applied for.
[ ] TINis not required because:

[ ] Oferor is a nonresident alien, foreign corporation,
or foreign partnership that does not have incone
ef fectively connected with the conduct of a trade or
business in the U S. and does not have an office or
pl ace of business or a fiscal paying agent in the
Uus.;

[ ] Oferor is an agency or instrunentality of a foreign
gover nnent ;

[ ] Oferor is an agency or instrunentality of a
Federal , state, or |ocal governnent;

[ ] OGher. State basis.

(d) Corporate Status.

[ ] Corporation providing nedical and health care services,
or engaged in the billing and collecting of payments for
such services;

[ ] Oher corporate entity;

[ ] Not a corporate entity:

[ 1] Sole proprietorship

[ ] Partnership

[ ] Hospital or extended care facility described in 26
CFR 501(c)(3) that is exenpt fromtaxati on under 26
CFR 501(a).

(e) Common Parent.

[ ] Oferor is not owned or controlled by a cormbn parent as
defined in paragraph (a) of this clause.

[ 1] Name and TIN of comon parent:

Nane

TI'N
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52.204-5 WOVEN- OANED BUSI NESS ( OCT 1995)

(a)

(b)

Representati on. The offeror represents that it [ ] is,
[ 1] is not a wonen-owned busi ness concern.

Definition. "Wbnen-owned business concern,” as used in

this provision, nmeans a concern which is at |east 51 percent
owned by one or nore wonen; or in the case of any publicly
owned busi ness, at |least 51 percent of the stock of which is
owned by one or nore wonen; and whose managenent and daily
busi ness operations are controlled by one or nore wonen.

CONTRACTOR | DENTI FI CATI ON NUMBER- - DATA UNI VERSAL
NUMBERI NG SYSTEM ( DUNS) NUMBER ( DEC 1996)

(a)

(b)

(c)

(d)

Contractor ldentification Nunber, as used in this provision
means "Data Universal Numbering System (DUNS) nunber," which
is a nine-digit nunber assigned by Dun and Bradstreet

I nformati on Services.

Contractor identification is essential for conplying with
statutory contract reporting requirements. Therefore, the
offeror is requested to enter, in the block with its name and
address on the Standard Form 33 or similar docunent, the

annot ati on "DUNS" foll owed by the DUNS nunber which identifies
the offeror's name and address exactly as stated in the offer.

If the of feror does not have a DUNS number, it shoul d contact
Dun and Bradstreet directly to obtain one. A DUNS nunmber will
be provided i nmedi ately by tel ephone at no charge to the
offeror. For information on obtaining a DUNS number, the

of feror should call Dun and Bradstreet at 1-800-333-0505. The
of feror should be prepared to provide the follow ng

i nformation:

(1) Company nane.

(2) Conpany address.

(3) Company tel ephone nunber.

(4) Line of business.

(5) Chief executive officer/key manager.

(6) Date the conpany was started.

(7) Number of people enployed by the conpany.
(8) Company affiliation.

O ferors located outside the United States may obtain the

| ocation and phone nunber of the |ocal Dun and Bradstreet
Information Services office fromthe Internet Home Page at

htt p: //ww. dbi sna. com dbi s/ customer /custlist.htm |f an
offeror is unable to locate a |local service center, it may
send an e-mail to Dun and Bradstreet at gl obalinfo@lbi sma. com
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K.6  52.209-5 CERTI FI CATI ON REGARDI NG DEBARVENT, SUSPENSI ON,
PROPOSED DEBARMVENT, AND OTHER RESPONSI BI LI TY MATTERS
(MAR 1996)

(a) (1)

(2)

The Offeror certifies, to the best of its know edge and
belief, that--

(i) The Oferor and/or any of its Principals--

(A) Are ( ) are not ( ) presently debarred,
suspended, proposed for debarment, or decl ared
ineligible for the award of contracts by any
Federal agency;

(B) Have ( ) have not ( ), within a three-year
peri od preceding this offer, been convicted of
or had a civil judgment rendered agai nst them
for: conmission of fraud or a crininal offense
in connection with obtaining, attenpting to
obtain, or performng a public (Federal, state,
or local) contract or subcontract; violation of
Federal or state antitrust statutes relating to
the submi ssion of offers; or conmi ssion of
embezzl ement, theft, forgery, bribery,
falsification or destruction of records, making
fal se statenents, tax evasion, or receiving
stol en property; and

(O Are ( ) are not ( ) presently indicted for
or otherwise criminally or civilly charged by a
governmental entity with, conm ssion of any of
the of fenses enunerated in subdivision
(a)(1)(i)(B) of this provision.

(ii) The Offeror has ( ) has not ( ), within a
t hree-year period preceding this offer, had one or
nore contracts ternmi nated for default by any
Federal agency.
"Principals," for the purposes of this certification,
means of ficers; directors; owners; partners; and, persons
havi ng primary nmanagenent or supervisory responsibilities
within a business entity (e.g., general nanager; plant
manager; head of a subsidiary, division, or business
segnment, and simlar positions).

THI' S CERTI FI CATI ON CONCERNS A MATTER W THI N THE JURI SDI CTI ON
OF AN AGENCY OF THE UNI TED STATES AND THE MAKI NG OF A FALSE

FI CTI TI QUS, OR FRAUDULENT CERTI FI CATI ON MAY RENDER THE MAKER
SUBJECT TO PROSECUTI ON UNDER SECTI ON 1001, TITLE 18, UN TED

STATES CODE

(b) The O feror shall provide inmediate witten notice to the
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(Conti nued)

(c)

(d)

(e)

Contracting Officer if, at any tine prior to contract award,
the Oferor learns that its certification was erroneous when
subm tted or has beconme erroneous by reason of changed

ci rcumst ances.

A certification that any of the itenms in paragraph (a) of this

provi sion exists will not necessarily result in wthhol ding of
an award under this solicitation. However, the certification
will be considered in connection with a deternination of the

O feror's responsibility. Failure of the Oferor to furnish a
certification or provide such additional information as
requested by the Contracting O ficer may render the O feror
nonr esponsi bl e.

Not hi ng contained in the foregoing shall be construed to
require establishment of a system of records in order to
render, in good faith, the certification required by paragraph
(a) of this provision. The knowl edge and i nformati on of an

O feror is not required to exceed that which is normally
possessed by a prudent person in the ordinary course of

busi ness deal i ngs.

The certification in paragraph (a) of this provisionis a
material representation of fact upon which reliance was pl aced
when making award. |If it is later deternm ned that the Oferor
knowi ngly rendered an erroneous certification, in addition to
ot her renmedi es available to the Governnent, the Contracting
Oficer may ternminate the contract resulting fromthis
solicitation for default.

52.215-6 TYPE OF BUSI NESS ORGANI ZATI ON
(JUL 1987)

The offeror or quoter, by checking the applicable box,
represents that--

(a)

(b)

It operates as [ ] a corporation incorporated under the | aws
of the State of .~ ., [ 1 an individual, [ ] a

partnership, [ ] a nonprofit organization, or [ ] a joint
vent ure.

If the offeror or quoter is a foreign entity, it operates as |
] an individual, [ ] a partnership, [ ] a nonprofit

organi zation, [ ] a joint venture, or [ ] a corporation,

regi stered for business in (country).
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K. 8 52.215-11 AUTHORI ZED NEGOTI ATORS ( APR 1984)

The offeror or quoter represents that the foll owi ng persons are
aut horized to negotiate on its behalf with the Government in
connection with this request for proposals or quotations: [list
nanes, titles, and tel ephone nunbers of the authorized
negoti ators].

K. 9 52.215-20 PLACE OF PERFORMANCE ( APR 1984)

(a) The offeror or quoter, in the performance of any contract
resulting fromthis solicitation, [ ] intends, [ ] does not
i ntend (check applicable box) to use one or nore plants or
facilities located at a different address fromthe address of
the offeror or quoter as indicated in this proposal or
quot ati on.

(b) If the offeror or quoter checks "intends" in paragraph (a)
above, it shall insert in the spaces provided bel ow the
required information:

Pl ace of Performance (Street Nanme and Address of Oawner and
Address, City, County, State, Operator of the Plant or
Zi p Code) Facility if OQher than

Offeror or Quoter

K.10  52.219-1 SMALL BUSI NESS PROGRAM REPRESENTATI ONS
(JAN 1997)

(a) (1) The standard industrial classification (SIC) code for
this acquisition is 7379.

(2) The small business size standard is no nmore than $18.0
mllion average annual receipts for an offeror's
preceeding 3 fiscal years.

(3) The small business size standard for a concern which
submits an offer in its own nane, other than on a
construction or service contract, but which proposes to
furnish a product which it did not itself manufacture, is
500 enpl oyees.

Page 47 of 70



52SBNB7C1107 Section K

K. 10 (Conti nued)

(b) Representations. (1) The offeror represents as part of
its offer that it [ ] is, [ ] is not a small business concern.

(2) (Conplete only if offeror represented itself as a small
busi ness concern in block (b)(1) of this section.) The
of feror represents as part of its offer that it [ ] is,
[ ] is not a small di sadvantaged busi ness concern.

(3) (Conplete only if offeror represented itself as a small
busi ness concern in block (b)(1) of this section.) The
of feror represents as part of its offer that it [ ] is,
[ ] is not a wonen-owned snal |l busi ness concern.

(c) Definitions. "Joint venture," for purposes of a snall
di sadvant aged busi ness (SDB) set-aside or price eval uation
preference (as prescribed at 13 CFR 124.321), is a concern
that is owned and controlled by one or nore socially and
econom cal | y di sadvantaged individuals entering into a joint
venture agreement with one or nore business concerns and is
considered to be affiliated for size purposes with such other
concern(s). The combi ned annual receipts or enployees of the
concerns entering into the joint venture nust neet the
appl i cabl e size standard corresponding to the SIC code
designated for the contract. The najority of the venture's
ear ni ngs nust accrue directly to the socially and econonically
di sadvant aged i ndividuals in the SDB concern(s) in the joint
venture. The percentage of the ownership involvenment in a
joint venture by disadvantaged individuals nmust be at |east 51
percent.

"Smal | business concern," as used in this provision, means a
concern, including its affiliates, that is independently owned
and operated, not donminant in the field of operation in which
it is bidding on Governnent contracts, and qualified as a
smal | business under the criteria in 13 CFR Part 121 and the
size standard in paragraph (a) of this provision

"Smal | di sadvant aged busi ness concern," as used in this

provi sion, nmeans a small business concern that (1) is at |east
51 percent unconditionally owned by one or nore individuals
who are both socially and econom cally di sadvantaged, or a
publicly owned business having at | east 51 percent of its
stock unconditionally owned by one or nore socially and
econom cal | y di sadvantaged individuals, and (2) has its
managenment and daily business controlled by one or nore such
i ndividuals. This termalso means a small business concern
that is at |least 51 percent unconditionally owned by an
econom cal | y di sadvantaged Indian tribe or Native Hawaiian
Organi zation, or a publicly owed busi ness having at |east 51
percent of its stock unconditionally owned by one or nore of
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(d)

these entities, which has its managenent and daily business
controll ed by menbers of an econonically di sadvant aged | ndi an
tribe or Native Hawaiian Organization, and which neets the
requi renents of 13 CFR part 124.

"Wonen- owned snmal |l busi ness concern", as used in this
provi sion, nmeans a small busi ness concern--

(1) Which is at | east 51 percent owned by one or nore wonen
or, in the case of any publicly owned business, at |east
51 percent of the stock of which is owned by one or nore
women; and

(2) Whose nmanagenent and daily business operations are
controll ed by one or nore wonen.

Notice. (1) If this solicitation is for supplies and has
been set aside, in whole or in part, for small business
concerns, then the clause in this solicitation providing
notice of the set-aside contains restrictions on the source of
the end items to be furnished.

(2) Under 15 U.S.C. 645(d), any person who msrepresents a
firms status as a small or small disadvantaged busi ness
concern in order to obtain a contract to be awarded under
t he preference progranms established pursuant to sections
8(a), 8(d), 9, or 15 of the Small Business Act or any
ot her provision of Federal |aw that specifically
references section 8(d) for a definition of program
eligibility, shall--

(1) Be puni shed by inposition of a fine, inprisonment,
or bot h;

(ii) Be subject to administrative remedies, including
suspensi on and debarnment; and

(iii) Be ineligible for participation in prograns
conduct ed under the authority of the Act.

K.11  52.222-21 CERTI FI CATI ON OF NONSEGREGATED FACI LI TI ES
(APR 1984)

(a)

"Segregated facilities," as used in this provision, nmeans any
wai ting roons, work areas, rest roons and wash roons,
restaurants and other eating areas, time clocks, |ocker roomns
and other storage or dressing areas, parking lots, drinking
fountains, recreation or entertainnent areas, transportation,
and housing facilities provided for enployees, that are
segregated by explicit directive or are in fact segregated on
the basis of race, color, religion, or national origin because
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(Conti nued)

(b)

(c)

of habit, |local custom or otherw se.

By the subm ssion of this offer, the offeror certifies that it

does not and will not maintain or provide for its enpl oyees
any segregated facilities at any of its establishments, and
that it does not and will not permt its enployees to perform

their services at any location under its control where
segregated facilities are maintained. The offeror agrees that
a breach of this certification is a violation of the Equa
Qpportunity clause in the contract.

The offeror further agrees that (except where it has obtained
identical certifications from proposed subcontractors for
specific time periods) it wll--

(1) Obtain identical certifications from proposed
subcontractors before the award of subcontracts under
whi ch the subcontractor will be subject to the Equa
Opportunity cl ause;

(2) Retain the certifications in the files; and

(3) Forward the following notice to the proposed
subcontractors (except if the proposed subcontractors
have subnmitted identical certifications for specific tine
peri ods):

NOTI CE TO PROSPECTI VE SUBCONTRACTORS OF REQUI REMENT FOR
CERTI FI CATI ONS OF NONSEGREGATED FACI LI TI ES

A Certification of Nonsegregated Facilities nust be
submtted before the award of a subcontract under which
t he subcontractor will be subject to the Equa
Qpportunity clause. The certification may be subnitted
ei ther for each subcontract or for all subcontracts
during a period (i.e., quarterly, sem annually, or
annual l y).

NOTE: The penalty for naking false statenents in offers
is prescribed in 18 U.S.C. 1001

52.222-22 PREVI OUS CONTRACTS AND COMPLI ANCE REPORTS
(APR 1984)

The offeror represents that--

(a)

It [ ] has, [ ] has not participated in a previous contract or
subcontract subject either to the Equal Opportunity clause of
this solicitation, the clause originally contained in Section
310 of Executive Order No. 10925, or the clause contained in
Section 201 of Executive Order No. 11114,
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K. 15

K. 16

(Conti nued)

(b) It [ ] has, [ ] has not filed all required conpliance reports;
and

(c) Representations indicating subnission of required conpliance
reports, signed by proposed subcontractors, will be obtained
bef ore subcontract awards.

52.222-25 AFFI RVATI VE ACTI ON COWPLI ANCE ( APR 1984)

The offeror represents that (a) it [ ] has devel oped and has on
file, [ ] has not devel oped and does not have on file, at each
establishnent, affirmative action progranms required by the rules
and regul ations of the Secretary of Labor (41 CFR 60-1 and 60-2),
or (b) it [ ] has not previously had contracts subject to the
witten affirmtive action prograns requirement of the rules and
regul ati ons of the Secretary of Labor

52.223-1 CLEAN Al R AND WATER CERTI FI CATI ON ( APR 1984)
The Offeror certifies that--

(a) Any facility to be used in the performance of this proposed
contract is [ ], is not [ ] listed on the Environnenta
Protecti on Agency (EPA) List of Violating Facilities;

(b) The Oferor will imediately notify the Contracting O ficer,
bef ore award, of the receipt of any comunication fromthe
Admi ni strator, or a designee, of the EPA indicating that any
facility that the Offeror proposes to use for the perfornmance
of the contract is under consideration to be listed on the EPA
List of Violating Facilities; and

(c) The Oferor will include a certification substantially the
same as this certification, including this paragraph (c), in
every nonexenpt subcontract.

52.223-4 RECOVERED MATERI AL CERTI FI CATI ON
(MAY 1995)

The offeror certifies, by signing this offer, that recovered
materials, as defined in FAR 23.402, will be used as required by
t he applicabl e purchase descriptions.

52.223- 13 CERTI FI CATI ON OF TOXI C CHEM CAL RELEASE
REPORTI NG ( OCT 1996)

(a) Submission of this certification is a prerequisite for making

or entering into this contract inmposed by Executive O der
12969, August 8, 1995.
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(b) By signing this offer, the offeror certifies that--

(1)

(2)

As the owner or operator of facilities that will be used
in the perfornmance of this contract that are subject to
the filing and reporting requirenents described in
section 313 of the Emergency Planning and Community

Ri ght -t o- Know Act of 1986 (EPCRA) (42 U.S.C. 11023) and
section 6607 of the Pollution Prevention Act of 1990
(PPA) (42 U. S.C. 13106), the offeror will file and
continue to file for such facilities for the life of the
contract the Toxic Chem cal Rel ease Inventory Form (Form
R) as described in sections 313(a) and (g) of EPCRA and
section 6607 of PPA; or--

None of its owned or operated facilities to be used in
the performance of this contract is subject to the FormR
filing and reporting requirements because each such
facility is exenmpt for at |least one of the follow ng
reasons: (Check each block that is applicable.)

[ 1 (i) The facility does not nanufacture, process, or
ot herwi se use any toxic chemicals |isted under
section 313(c) of EPCRA, 42 U.S.C 11023(c);

[ ] (ii) The facility does not have 10 or nore
full-time enpl oyees as specified in section
313(b) (1) (A) of EPCRA, 42 U.S.C.
11023(b) (1) (A);

[ 1 (iii) The facility does not meet the reporting
threshol ds of toxic chemicals established
under section 313(f) of EPCRA, 42 U.S.C
11023(f) (including the alternate threshol ds
at 40 CFR 372.27, provided an appropriate
certification formhas been filed with EPA);

[ ] (iv) The facility does not fall wthin Standard
I ndustrial Classification Code (SIC)
desi gnations 20 through 39 as set forth in
Section 19.102 of the Federal Acquisition
Regul ati ons; or

[ 1 (v) The facility is not |ocated within any State
of the United States, the District of
Col unmbi a, the Commonweal th of Puerto Rico,
Guam Anerican Sanpa, the United States Virgin
I sl ands, the Northern Mariana |slands, or any
other territory or possession over which the
United States has jurisdiction.
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52.225-8 TRADE AGREEMENTS ACT CERTI FI CATE
( COWERCE DEPARTMENT DEVI ATI ON) (JAN 1992)

(a) The offeror hereby certifies that each end product to be
delivered under this contract is a U S. made end product, a
desi gnated country end product, or a Caribbean Basin country
end product as defined in the clause entitled "Trade Agreenent
Act" FAR 52.225-9 (Departnment of Comrerce Deviation) (COctober
1990) .

(b) Ofers will be evaluated in accordance with Part 25 of the
Federal Acquisition Regul ation except that offers of U S. made
end products shall be evaluated without the restrictions of
the Buy Anerican Act or the Bal ance of Payments Act.

52.225-20 BUY AMERI CAN ACT- - NORTH AMERI CAN FREE TRADE
AGREEMENT | MPLEMENTATI ON ACT- - BALANCE OF PAYMENTS
PROGRAM CERTI FI CATE (JAN 1997)

(a) The offeror certifies that each end product being offered,
except those listed in paragraph (b) of this provision, is a
donestic end product (as defined in the clause entitled "Buy
American Act--North Anerican Free Trade Agreenent
| mpl ement ati on Act--Bal ance of Paynents Prograni') and that
conponents of unknown origin have been considered to have been
m ned, produced, or manufactured outside the United States.

(b) Excluded End Products:

LI NE | TEM NO. COUNTRY OF CRIG N

(Li st as necessary)

(c) Ofers will be evaluated by giving certain preferences to
donestic end products or NAFTA country end products over other
end products. In order to obtain these preferences in the
eval uati on of each excluded end product listed in paragraph
(b) of this provision, offerors must identify and certify
bel ow t hose excluded end products that are NAFTA country end
products. Products that are not identified and certified
bel ow wi Il not be deemed NAFTA country end products.

The offeror certifies that the follow ng supplies qualify as
"NAFTA country end products" as that termis defined in the
clause entitled "Buy American Act--North American Free Trade
Agreenent |nplenmentation Act--Bal ance of Payments Program":

LI NE | TEM NO. COUNTRY OF CRIG N
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(Li st as necessary)

(d) Ofers will be evaluated in accordance with Part 25 of the
Federal Acquisition Regulation. |In addition, if this
solicitation is for supplies for use outside the United
States, an evaluation factor of 50 percent will be applied to

of fers of end products that are not donestic or NAFTA country
end products.

CERTI FI CATI ON

| hereby certify that the responses to the above
Representations, Certifications and other statenents are accurate
and conpl ete.

Si gnat ur e:

Title

Dat e
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SECTION L - I NSTRUCTI ONS, CONDI TI ONS, AND
NOTI CES TO OFFERORS

52.252-1 SOCLI Cl TATI ON PROVI SI ONS | NCORPORATED
BY REFERENCE (JUN 1988)

This solicitation incorporates one or nore solicitation
provisions by reference, with the sane force and effect as if they
were given in full text. Upon request, the contracting officer
will make their full text avail able.

l. FEDERAL ACQUI SI TI ON REGULATI ON (48 CFR CHAPTER 1)

PROVI SI ONS
NUMBER TI TLE DATE
52.211-6 LI STI NG OF OTHER THAN NEW MAY 1995

MATERI AL, RESI DUAL | NVENTCRY, AND
FORMER GOVERNMENT SURPLUS PROPERTY

52.214-34 SUBM SSI ON OF OFFERS I N THE APR 1991
ENGLI SH LANGUAGE

52.214-35 SUBM SSI ON OF OFFERS I N APR 1991
U. S. CURRENCY

52.215-5 SCOLI Cl TATI ON DEFI NI TI ONS JUL 1987

52.215-7 UNNECESSARI LY ELABORATE APR 1984
PROPOSALS OR QUOTATI ONS

52.215-8 AVENDMENTS TO SCLI Cl TATI ONS DEC 1989

52.215-9 SUBM SSI ON OF OFFERS MAR 1997

52.215-10 LATE SUBM SSI ONS, MODI FI CATI ONS, MAY 1997
AND W THDRAWALS OF PROPOSALS

52.215-12 RESTRI CTI ON ON DI SCLOSURE AND APR 1984
USE OF DATA

52.215-13 PREPARATI ON OF OFFERS APR 1984

52.215-14 EXPLANATI ON TO PROSPECTI VE APR 1984
OFFERORS

52.215-15 FAI LURE TO SUBM T OFFER MAY 1997

52.215-16 CONTRACT AWARD OCT 1995

Alternate Il (OCT 1995)
52.216-1 TYPE OF CONTRACT (APR 1984)

The Government contenplates award of a firmfixed price contract
resulting fromthis solicitation.

1352. 233-2 SERVI CE OF PROTESTS
( DEVI ATI ON FAR 52.233-2) (AUG 1996)

(a) Protests, as defined in Section 33.101 of the Federal
Acqui sition Regulation, that are filed directly with an
agency, and copies of any protests that are filed with the
General Accounting Ofice (GAO, shall be served on the
Contracting Oficer (addressed as follows) by obtaining
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witten and dated acknow edgnment of receipt from

Nati onal Institute of Standards and Technol ogy
Acqui sition and Assi stance Division

Bui | di ng 301, Room B-117

Gai t hersburg, MD 20899-0001

ATTN. Lisa K. Jandovitz

(b) The copy of any protest shall be received in the office
desi gnat ed above within one day of filing a protest with the
GAO.

52.252-5 AUTHORI ZED DEVI ATI ONS | N PROVI SI ONS ( APR 1984)

(a) The use in this solicitation or contract of any Federa
Acqui sition Regul ation (48 CFR Chapter 1) provision with an
aut hori zed deviation is indicated by the addition of
"(DEVIATION)" after the date of the provision

(b) The use in this solicitation or contract of any Commrerce
Acqui sition Regul ation provision with an authorized deviation
is indicated by the addition of "(DEVIATION)" after the nanme
of the regul ation.

| NQUI RI ES

Inquiries and all correspondence concerning this solicitation
docunent shoul d be submitted in witing to the issuing office.
OFFERORS ARE | NSTRUCTED SPECI FI CALLY TO CONTACT ONLY THE PERSON
CI TED I N BLOCK 10 OF SF33 ABOUT ANY ASPECT OF THI S REQUI REMENT
PRI OR TO CONTRACT AWARD

I NSTRUCTI ONS FOR THE PREPARATI ON OF TECHNI CAL
AND COST OR PRI CI NG PROPOSALS

(a) Ceneral Instructions

The followi ng instructions establish the acceptable m ni num
requirements for the format and content of proposals:

(1) Any resultant contract shall include the genera
provi sions applicable to the selected offeror's
organi zation and type of contract awarded. Any additiona
cl auses required by public |aw, executive order, or
acquisition regulations in effect at the tine of
execution of the proposed contract will be included.

(2) The proposal must be prepared in two parts: a technica
proposal and a business proposal. Each of the parts shal
be separate and conplete in itself so that eval uation of
one may be acconplished i ndependently from eval uati on of
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the other. The technical proposal must not contain
reference to cost; however, resource information (such as
dat a concerning | abor hours and categories, materials,
subcontracts, etc.) must be contained in the technica
proposal so that the contractor's understanding of the
statement of work may be evaluated. It rust disclose the
contractor's technical approach in sufficient detail to
provide a clear and concise presentation that includes,
but is not linted to, the requirenent of the technica
proposal instructions.

(3) Oferors nmay, at their discretion, subnmt alternate
proposal s or proposals which deviate fromthe
requi rement; provided, that an offeror also subnit a
proposal for performance of the work as specified in the
statenment of work. Any "alternate" proposal may be
considered if overall perfornmance woul d be inproved or
not conprom sed, and if it is in the best interest of the
Government. Alternate proposals, or deviations from any
requi rement of this RFP, nmust be clearly identified.

(4) The Government will evaluate proposals in accordance with

the evaluation criteria set forth in Section Mof this
RFP.

(b) Technical Proposal Instructions

(1)

(2)

(3)

(4)

Proposal s which nmerely offer to conduct a programin
accordance with the requirenments of the Governnent's
statement of work will not be eligible for award. The
contractor must submit an explanation of it's proposed
techni cal approach in conjunction with the tasks to be
performed in achieving the project objectives.

A detailed work plan nust be subnmitted indicating how
each aspect of the statement of work is to be
acconpl i shed. The technical approach should be in as much
detail as the offeror considers necessary to fully

expl ain the proposed techni cal approach or nethod. The
techni cal proposal should reflect a clear understandi ng
of the nature of the work being undertaken.

The technical proposal mnmust include information on how
the project is to be organized, staffed, and managed.

I nformati on should be provided which will denonstrate the
of feror's understandi ng and nanagenment of inmportant
events or tasks. The offeror nust explain howthe
managenment and coordi nati on of consultant and/or
subcontractor efforts will be acconplished.

The technical proposal nmust include a |ist of nanes and
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proposed duties of the professional personnel

consul tants, and key subcontractor enpl oyees assigned to
the project. Their resunmes should be included and shoul d
contain informati on on education, background, recent work
experi ence, and specific scientific or technica
acconpl i shnments. The approxi nate percentage of tine each
i ndividual will be available for this project nust be

i ncl uded. The proposed staff hours for each of the above
i ndi vidual s shoul d be all ocated agai nst each task or
subtask for the project.

(5) The technical proposal nust provide the genera
background, experience, and qualifications of the
organi zation. Similar or related contracts, subcontracts,
and/ or grants shoul d be included and/or each contain the
name of the customer, contract nunber, dollar anount,
time of performance, and the nanmes and tel ephone nunbers
of the project officer and contracting/grants officer

(6) The technical proposal must contain a discussion of
present or proposed facilities, equipment and identify
Gover nrent Furni shed Property (as offerred in Section
C.7) which will be used in the performance of the
contract.

NOTE: Detail ed description of factors to be used in the
eval uation of technical proposals are delineated in
Section M- Evaluation Factors for Award.

(c) Business Proposal Instructions

(1) Ceneral Requirenments
To reduce subsequent requests to offerors for additiona
data i n support of proposed costs, the follow ng
information is required:
(i) Cost proposals must be submitted in accordance with
FAR 15. 804-6 by using Standard Form 1448, Proposa
Cover Sheet.

(ii) The offeror shall subnit separate cost or pricing
data for the follow ng:

(A) Any desirable functionality itenms specified in
t he proposed statenment of work

(B) Major tasks, if required by special instruction

(2) Specific Requirenents

Page 58 of 70



52SBNB7C1107

L.6 (Conti nued)

Section L

The offeror must also subnit the follow ng detail ed

i nf or

(i)

(ii)

(iii

(iv)

mati on to support the proposed budget:

Br eakdown of direct |abor cost by naned person or

| abor category including nunber of |abor-hours and
current actual or average hourly rates. Indicate
whet her current rates or escalated rates are used.
If escalation is included, state the degree
(percent) and nethodol ogy. Direct |abor or |evels of
effort are to be identified as |abor-hours and not
as a percentage of an individual's tinme. Indicate
fringe benefit rate, if separate fromindirect cost
rate.

The anmount proposed for travel, subsistence and

| ocal transportation supported with a breakdown

whi ch includes: nunber of trips anticipated, cost
per trip per person, destination(s) proposed,

nunber of person(s) scheduled for travel, npde of
transportation, and mleage allowances if privately
owned vehicles will be used.

) Cost breakdown of materials, equipnment and other
direct costs including duplication/reproduction
neetings and conferences, postage, comrunication
and any other applicable itens. Costs nust be
supported by specific nethodol ogy utilized.

If an offeror proposes to enploy the use of an
Automatic Data Processing System (ADPS), detailed
dat a concerning proposed costs should include the
fol |l owi ng:

(A) Make and nodel year of all equipnent which will
be used: keypunch, verifier, sorter, collator
tabul ator, central processor unit (CPU)

i nput - out put conponents (1/0, etc...

(B) Estimated number of hours and usage rates for
each di stinct piece of equi pnent proposed

(O Listing of rates or quotes from prospective
suppliers of the offeror

(D) Copies of invoices subnitted by past suppliers
of the offeror

(E) Listing of rates devel oped and/or approved by a
CGover nment agency where of feror has in-house
capability
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(v)

(vi)

(Vi

Section L

If consultants are proposed, detailed data
concerni ng proposed consultant costs should include
the foll ow ng:

(A) Names of consultant(s) to be engaged

(B) Daily fees to be paid to each consultant

(O Estimated number of days of consulting services

(D) Consulting agreenents entered into between
consul tant(s) and the offeror, or invoices
submitted by consultant(s) for simlar services
previously provided to the offeror

(E) Rationale for acceptance of cost

I f proposed, cost information for each

subcontractor shall be furnished in the sane format

and | evel of detail as prescribed for the prine

of feror. Additionally, the offeror shall subnmt the

follow ng information:

(A) A description of the items to be furnished by
t he subcontractor

(B) ldentification of the proposed subcontractor
and an expl anation of why and how t he proposed
subcontractor was sel ected including the extent
of conmpetition obtained

(C The proposed subcontract price, the offeror's
cost or price analysis thereof, and
performance/ del i very schedul e

(D) ldentification of the type of subcontract to be
used

) Oferor shall briefly describe organization
policies in the followi ng areas (published
policies may be furnished):

(A) Salary increases to include
1. Merit
2. Cost of living

3. Genera
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(B) Travel /subsi stence
(C Consultant use and terns of agreenents

(viii) Oferors |acking Government approved indirect
cost rates nmust provide detail ed background data
i ndi cating the cost elenents included in the
appl i cabl e pool and a statenment that such
treatment is in accordance with the established
accounting practice. Oferors with established
rate agreenents with Federal cognizant agencies
shal | subnit one copy of such agreenent.

(ix) Oferor shall:

(A) Provide audited financial statenents,
profit/loss statement and statenent of retained
ear ni ngs covering each of the offeror's |ast
t hree annual accounting peri ods.

(B) Specify the financial capacity, working capita
and other resources available to performthe
contract without assistance from any outside
source.

(© Provide the nane, |ocation and interconpany
pricing policy for other divisions,
subsi di ari es, parent conpany, or affiliated
conpanies that will performwork or furnish
materi al s under this contract.

(D) Provide an estimated cash flow. Each offeror is
required to submt a schedul e of proposed
nonthly costs for the planned duration of the
proj ect.

T AMENDMENTS TO PROPOSALS

Any changes to a proposal nade by the offeror after its initia
submi ttal shall be acconplished by replacement pages. Changes
fromthe original page shall be indicated on the outside margin by
vertical |ines adjacent to the change. The offeror shall include
the date of the anendnment at the bottom of the changed pages.

. 8 ENGLI SH LANGUAGE AND U. S. CURRENCY REQUI REMENTS
O fers of designated country end products, pernitted under the

provi sion of the Trade Agreenents Act of 1979, shall be submtted
in the English | anguage and in U S. dollars.
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L.9  DEPARTMENT OF COMVERCE AGENCY- LEVEL PROTEST
PROCEDURES LEVEL ABOVE THE CONTRACTI NG
OFFI CER (DEC 1996)

. PURPCSE: To inplenent the requirenents of Executive Order No.
12979 and Federal Acquisition Regulation (FAR 33.103).

On Cctober 25, 1995, President Clinton signed Executive Order No.
12979 which directs heads of executive agencies to devel op

adnmi ni strative procedures for resolving protests to awards of
procurenment contracts within their agencies at a | evel above the
contracting officer. Authority to adnminister procurenent-rel ated
directives has been del egated within the Departnment of Conmmerce

t hrough the Chief Financial Oficer and Assistant Secretary for
Admi nistration to the Director for Acquisition Managenent
(Procurenent Executive).

The Departnment's goal is to encourage protesters to resolve their
protests at the agency level, help build confidence in the
Government's acquisition system and reduce protests to the
General Accounting Ofice and other external fora. Prior to

subm ssi on of an agency protest, all parties shall use their best
efforts to resolve concerns raised by an interested party at the
contracting officer level through open and frank di scussions. |If
concerns cannot be resolved, protesters may use these procedures
when a resolution is requested fromthe agency at a | evel above
the contracting officer.

[1. DEFI N TIONS:

An agency protest is one that may be filed with either the
contracting officer or the protest decision authority but not
both. When a protester decides to file a protest at the agency
level with the protest decision authority, the guidelines set
forth in these established agency | evel protest procedures above
the contracting officer apply. These procedures are in addition to
t he existing protest procedures contained in the Federa

Acqui sition Regul ation (FAR) Part 33.102. A day is a cal endar day.
In conmputing a period of time for the purpose of these procedures,
the day from which the period begins to run is not counted. When
the | ast day of the period is a Saturday, Sunday, or Federal
hol i day, the period extends to the next day that is not a

Sat urday, Sunday, or Federal holiday. Simlarly, when the

Washi ngton, DC offices of the Department of Commerce are cl osed
for all or part of the last day, the period extends to the next
day on which the Departnent is open.

I1l1. PROCEDURES:
a. Protesters using these procedures may protest to the protest

deci sion authority who will nake the final decision for the
Department. Protests shall be addressed to:
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M. Jorge R Urrutia

Director of Administration

Nati onal Institute of Standards and Technol ogy
Bui | di ng 101, Room A1105

Gai t her sburg, Maryl and 20899

FAX No. 301-926-7203

The outside of the envel ope or begi nning of the FAX transni ssion
nmust be marked "Agency-level Protest". The protester shall also
provide a copy of the protest within 1 day to the responsible

contracting officer and a copy to the addressee indicated bel ow

Contract Law Division

O fice of the Assistant General Counsel for Finance and
Litigation

Depart ment of Comrerce, Room H5882

14th Street and Constitution Avenue, N W

Washi ngton, D.C. 20230

(FAX Number 202-482-5858)

b. Election of forum Wiile a protest is pending at the agency
level with the protest decision authority, the protester
agrees not to protest to the General Accounting Ofice (GAO
or any other external fora. If the protester has already filed
with the GAO or other external fora, the procedures described
here nmay not be used.

1. Protests based upon alleged inproprieties in a
solicitation which are apparent prior to bid opening or
time set for receipt of proposals shall be filed prior to
bi d opening or the tine set for receipt of proposals. If
the contract has been awarded, protests nust be filed
within 10 days after contract award or 5 days after the
date the protester was given the opportunity to be
debri ef ed, whichever date is later. In cases other than
those covered in the preceding two sentences, protests
shall be filed not |ater than 10 days after the basis of
the protest is known or should have been known, whichever
is earlier.

2. To be filed on a given day, protests nust be received by
4:30 PM current local time. Any protests received after

that time will be considered to be filed on the next day.
I ncompl ete subm ssions will not be considered filed unti
all information is provided.

3. To be conplete, protests nust contain the follow ng
i nformation:

(1) the protester's name, address, tel ephone nunber,
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and fax numnber

(i) the solicitation or contract number, nane of
contracting office and the contracting officer

(iii) a detailed statenent of all factual and |ega
grounds for protests, and an expl anation of how
the protester was prejudiced

(iv) copi es of relevant documents supporting
protester's statenent

(v) a request for ruling by the agency

(vi) statement as to formof relief requested

(vii) all information establishing that the protester
is an interested party for the purpose of filing
a protest

(viii) all information establishing the tineliness of

t he protest.

Al'l protests nust be signed by an authorized
representative of the protester

Wthin 14 days after the protest is filed, the
contracting officer will prepare an adm nistrative report
that responds to the issues raised by the protester and
addresses any ot her issues, which, even if not raised by
the protester, have been identified by agency officials
as being relevant to the fairness of the procurenent
process. For good cause shown, the protest decision
authority may grant an extension of tine for filing the
admi nistrative report and for issuing the witten
deci si on. When an extension is granted, the protest
decision authority will notify the protester and al
interested parties within 1 day of the decision to grant
t he extension.

Unl ess an extension is granted, the protest decision
authority will issue a decision within 35 days of the
protest. The protest decision authority's final decision
wi Il be binding on the Departnent of Comerce and not
subj ect to further appeals.

The protest decision authority shall send a witten
ruling and a summary of the reasons supporting the ruling
to the protester by certified mail, return receipt
requested with information copies to the applicable
contracting office and O fice of Acquisition Managenent.
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Ef fect of protest on award and performance:

VWhen a protest is filed prior to award, a contract may
not be awarded unl ess authorized by the Head of the
Contracting Activity (HCA) based on a witten finding
t hat :

(1) the supplies or services are urgently required,

(ii) delivery or performance woul d be unduly del ayed by
failure to make the award pronptly, or

(iii) a prompt award will be in the best interest of the
Gover nment .

VWhen a protest is filed within 10 days after contract
award or 5 days after a debriefing date was offered to
the protester under a tinely debriefing request in
accordance with FAR 15.1004, whichever is later, the
contracting officer shall imediately suspend performance
pendi ng the resolution of the protest within the agency,

i ncluding any review by an i ndependent hi gher official

unl ess continued performance is justified. The HCA may
aut hori ze contract perfornmance, notwi thstanding the
protest, based on a witten finding that:

(i) contract performance would be in the best interest
of the United States, or

(ii) urgent and conpelling circunstances that
significantly affect the interests of the United
States will not pernmit waiting for a decision

V. REMEDI ES:

The protest decision authority may grant one or nore of the
foll owi ng renedies:

(1)
(2)
(3)
(4)

term nate the contract,
re-conpete the requirenent,
i ssue a new solicitation,

refrain from exercising options under the contract,
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(5) award a contract consistent with statutes and
regul ati ons,

(6) anend the solicitation provisions which gave rise to the
protest and continue with the procurenent,

(7) such other renedi es as the decision-nmaker may determ ne

are necessary to correct a defect. Designated Protest
Deci sion Authority for Operating Unit as foll ows:
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M1.1

M1 2

M1.3

M 2

M2. 1

SECTI ON M - EVALUATI ON FACTORS FOR AWARD

EVALUATI ON OF PROPOSALS
I NI TI AL EVALUATI ON

An eval uation plan has been established to evaluate the factors
set forth in the Evaluation Criteria stated below and all offers

received will be evaluated by a team of Government personnel in
accordance with the plan. Follow ng eval uation, the Contracting
Oficer will make a deternination as to which offers are in the
Conpetitive Range. The range will be determ ned on the basis of
the technical nerit ratings and the proposed cost to the

Government, and will include all offers which have a reasonable

chance of being selected for award. OFFERORS ARE CAUTI ONED TO
SUBM T PROPCSALS ON THE MOST FAVORABLE BASI S SI NCE THE GOVERNMENT
MAY ELECT TO MAKE AN AWARD W THOUT FURTHER DI SCUSSI ONS OR
NEGOTI| ATI ONS.

Dl SCUSSI ON/ BEST AND FI NAL OFFER

Al'l offerors selected to participate in discussions will be
advi sed of any deficiencies in their offers. These offerors wll
be of fered a reasonabl e opportunity to correct or resolve the
deficiencies and to submt cost, technical, or other revisions to
their offers that may result fromthe discussions. At the
concl usion of the discussions, those offerors that remain in the
conpetitive range will be given a cut-off date that all ows
reasonabl e opportunity to subnmt witten "best and final" offers.

FI NAL EVALUATI ON OF OFFERS

The initial evaluation of the offers within the conpetitive
range may be revised in |light of any additional information/data
provi ded during subsequent discussions and/or furnished along with
best and final offers.

EVALUATI ON AND AWARD CRI TERI A

The Government anticipates the award of one contract as a result
of this solicitation.

The proposal selected for contract award will be that proposa
determ ned by the evaluation teamto offer the greatest value to
the Government. Technical factors are somewhat nore inportant
than cost factors.

TECHNI CAL EVALUATI ON

Techni cal evaluations will be conducted in accordance with
wei ghted technical evaluation criteria described herein. The
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criteria will produce a numerical score (points). This process
will identify proposals that are acceptable under the Statenment of
Work and the associ ated Design Specification. Proposals that fai
to address mnimumrequirements to an appropriate level will be
deenmed not acceptable and will not receive further consideration

Proposal s that include desirable functionality itens as
identified in Section Cwill receive additional credit; once the
techni cal proposal is considered acceptable in all technica
factors.

The foll owi ng evaluation factors are arranged in decreasing
order of inportance. The first two account for three quarters the
total weight with alnost half the total weight assigned to the
first factor. The third factor carries slightly nore weight than
the fourth. Al these factors are further divided into
sub-factors listed in decreasing order of weight.

Factor 1 - System Design
This factor is divided into the followi ng sub-factors:
- Overall technical design soundness

- Conpliance with Design Specification, federal standards, and
emer gi ng i ndustry standards

- Use of commercial products: Quality, w dely used comercia
products are incorporated into the testbed system

- Security features: The proposal denonstrates procedures and
systens that protect the confidentiality of users
identification data, inmpose restrictions on who is granted
access to that information, and keeps track of such access.
The design provi des additional safeguards against unauthorized
access, | oading of malicious software, etc.

Factor 2 - Techni cal Understandi ng and Approach
This factor is divided into the follow ng sub-factors:

- Proposal denmonstrates full understandi ng of the statenment of
wor k by the soundness and appropri ateness of the design
approach and awareness of the state of the art in public key
certificate nmanagenent.

- Proposal denpnstrates awareness of applicable standards and best
practices regarding the use and i nplementation of public key
t echni ques, nodul ar design, cryptographi c nodul es, graphica
user interfaces, and electronic transport mechani sns.
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- Proposal addresses the security features of the system and how
such features will be tested.

- Proposed schedules are in line with the avail abl e personne
resources allocated to the task (i.e., staff-hours avail able).

Factor 3 - Project Managenent

This factor is divided into the followi ng sub-factors:

- Schedul e realism Proposal denmonstrates detailed and realistic
schedul i ng of the various technical phases of the work to
ensure tinmely depl oynent of the testbed system

- Qualifications of project nanager and key personnel: The
credential s of the managenent and devel opnent personne

indicate that the offeror is capable of delivering a quality
product in a tinely manner.

- Adequate resource allocation - Allocation of human and
t echnol ogi cal resources applied to the task is inline with
expected | evel of effort and delivery schedul e.

Factor 4 - Corporate Capabilities/Past Performance

This factor is divided into the followi ng sub-factors:

- Corporate experience with requisite technol ogies and simlar
proj ects

- References for simlar or related projects
- Adequate corporate facilities, equipnent, and support
M2 2 COST EVALUATI ON
The Government will evaluate cost proposals to assess realism
and probable final cost (considering any options or changes

resulting fromany negotiations). No point scores will be
assigned to cost considerations.

M2.3 AVARD

Award will be made to the offeror (1) whose proposal is
technically acceptable, (2) whose technical/price relationship is
t he npst advant ageous to the Governnent, and (3) who is considered
to be responsible within the meaning of the Federal Acquisition

Regul ation 9.104. Price will be a factor in the award deci sion,
al t hough the award may not necessarily be made to the offer with
the | owest price. Likewise, award will not necessarily be nmade for
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M 2.

M 2.

M 2.

3

(Conti nued)

techni cal capabilities that woul d appear to exceed those needed to
neet the goals indicated in the Statement of Wrk and the Design
Speci ficati on.

CONTRACTOR RESPONSI BI LI TY

It is the policy of the Departnment of Comrerce that contracts be
awar ded only to responsi ble prospective contractors. To be
det erm ned responsi bl e, the prospective contractor nust:

- Have adequate financial resources to performthe contract, or
the ability to obtain them

- Be able to conply with the performance schedule, taking into
consideration all existing commercial and governmental business
comm t nents;

- Have a satisfactory performance record;
- Have a satisfactory record of integrity and business ethics;

- Have the necessary organi zation, experience, accounting and
operational controls, and technical skills, or the ability to
obtain them (including as appropriate, such elenments as production
control procedures, property control systenms, and quality
assurance neasures applicable to the materials to be produced or
services to be performed by the prospective contractor or
subcontractor);

- Be otherwise qualified and eligible to receive an award under
applicable laws and regul ations.

PRE- AWARD SURVEY

If the offer subnmitted in response to this RFP is favorably
consi dered, the Government reserves the right for a survey teamto
visit the offeror's facility for the purpose of determ ning the
technical and financial ability to perform A current financia
statenment and other data pertinent to this purpose should be
avail able at the tine the team nakes the visit.
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Design Specification for Root Certification Authority Testbed
Components

1. Introduction

This Design Specification for Root Certification Authority Testbed Components contains
specifications for an initial implementation of a Root Certification Authority (CA), a standalone
Organizational Registration Authority (ORA), PKI Client software, and a Repository for
certificates and Certificate Revocation Lists (CRLS). This document is based on the NIST
Minimum Interoperability Specification for PKI Components [MISPC1] and the Federal PKI
Technical Specifications - Part C: Concept of Operations [CONOPS]. To the extent possible,
this document adopts data formats and transaction sets defined in existing and evolving standards
such as ITU-T X.509 [ISO94-8] and IETF's PKIX working documents [PKI1X1], [PKIX3].

The Root CA isthe node at the top of a certificate management hierarchy within the Federal
Public Key Infrastructure (PK1). CAsissue and revoke public key certificates and issue
Certificate Revocation Lists identifying certificates no longer considered valid. Functionally, the
Root CA is no different from other CAs, but being at the top of the hierarchy it is expected to
issue mostly high-assurance certificates and cross certificates.

ORAs perform an intermediary function by vouching for the identity of the entities submitting
certification requests. The ORA function may be collocated with the CA or performed at a
remote location so that multiple ORAs may serve asingle CA. This testbed will implement both a
standalone and a collocated ORA. The PKI Client software enables end systems to use the
infrastructure. The Minimum Interoperability Specification for PKI Components [MISPC1]
separates client functionality into Client and Certificate Holder. In addition the Client software
will include TCP/IP support for Internet access and SMIME [S'MIME] as the test application.
The Root CA specified here needs to implement at least some of the client functionality to provide
its services.

1.1 Assumptions

The initial scope of the Federal PKI1 isto support digital signatures, therefore the Root CA
specified here need not support confidentiality services. The infrastructure supported is based on
the use of X.509 version 3 certificates and version 2 CRLs. The Root CA supports use of the
DSS [FIPS186] and, optionally, RSA [PKCS1] and ECDSA [X9.62] for the generation and
verification of digital signatures. Nevertheless, the design alows for the easy incorporation of
other algorithms.

The Federal PK1 supports both hierarchical and networked trust models as specified in the
CONOPS. The Root CA is able to generate both certificates and cross certificates for
subordinate CAs and to cross-certify with non-subordinate CAs. Certificate holders will be
identified by X.500 distinguished names. In addition, certificates may also be identified with
Internet electronic mail addresses and/or Universal Resource Identifiers (URIs). Certificates and
CRLs are generally available from a Repository. The Repository for the NIST Root CA alows
unauthenticated retrieval of certificates and CRLSs.
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1.2 Definitions, Terms, and Acronyms
Abstract Syntax Notation 1 (ASN.1): an abstract notation for structuring complex data objects.

accredit: recognize an entity or person to perform a specific action; e.g., CAs accredit ORAs to
act as their intermediary (see organizational registration authority below).

agent: entity, usually a person, that has operationa or maintenance responsibilities over aCA,
ORA, Repository, or archive system.

certificate (or public key certificate): A digitally signed data structure defined in the X.509
standard [I SO94-8] that binds the identity of a certificate holder (or subject) to a public key.

certificate policy: A named set of rules that indicates the applicability of a certificateto a
particular community and/or class of application with common security requirements. For
example, a particular certificate policy might indicate applicability of atype of certificate to the
authentication of electronic data interchange transactions for the trading of goods within a given
price range.

Certificate holder: An entity that is named as the subject of a certificate. Inthe MISPC
[MISPC1], Certificate Holder also refersto an entity able to request certification, certificate
revocation, and certificate renewal.

Certificate Practice Statement: A statement of the practices which a Certification Authority
employsin issuing certificates.

certificate user: An entity that uses certificates to know, with certainty, the public key of another
entity.

Certification Authority (CA): A trusted entity that issues public key certificates to end entities and
other CAs. As proposed by the Federal PKI Technical Working Group, CAs also issue CRLsS
periodically. CAs post certificates and CRLs to a Repository.

certification path: An ordered sequence of certificates, leading from a certificate whose public
key is known by aclient, to a certificate whose public key is to be validated by the client.

CRL distribution point: A directory entry or other distribution source for CRLs; a CRL
distributed through a CRL distribution point may contain revocation entries for only a subset of
the full set of certificates issued by one CA or may contain revocation entries for multiple CAs.

certificate holder: the subject of avalid certificate issued by a CA.
certificate revocation list (CRL): alist of revoked but unexpired certificates issued by a CA.
certify: the act of issuing a certificate.

client (or PKI client): A function that uses the PKI to obtain certificates and validate certificates
and signatures. Client functions are present in CAs and end entities. Client functions may also be
present in entities that are not certificate holders. That is, a system or user that verifies signatures
and validation pathsisaclient, even if it does not hold a certificate itself.

delta-CRL: A partial CRL indicating only changes since a prior CRL issue.
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Distinguished Encoding Rules (DER): rules for encoding ASN.1 objects which give a consistent
encoding for each ASN.1 value. Implementations conforming to this specification shall encode
ASN.1 objects using the DER.

digital signature: a data unit that allows a recipient of a message to verify the identity of the
signatory and integrity of the message.

Digital Signature Algorithm (DSA): the digital signature algorithm specified in FIPS PUB 186,
the Digital Signature Standard (DSS).

directory service (DS): adistributed database service capable of storing information, such as
certificates and CRLSs, in various nodes or servers distributed across a network.

end entity: A certificate subject which usesits private key for purposes other than signing
certificates.

Elliptic Curve Digital Signature Algorithm (ECDSA): adigital signature algorithm that is an
analog of DSA using dlliptic curve mathematics and specified in ANSI draft standard X9.62
[X9.62].

hash: afunction which maps strings of bits to fixed-length strings of bits, satisfying the following
two properties: it is computationally infeasible to find for a given output an input which maps to
this output; and it is computationally infeasible to find for a given input a second input which
maps to the same outpuit.

hash code: The string of bits which is the output of a hash function

Organizational Registration Authority (ORA): an entity that acts an intermediary between the CA
and a prospective certificate subject; the CA trusts the ORA to verify the subject's identity and
that the subject possesses the private key corresponding to the public key to be bound to that
identity in a certificate. Note that equivalent functions are referred to as Local Registration
Authority (LRAS) or Registration Authorities (RAS) in some documents.

policy mapping: Recognizing that, when a CA in one domain certifies a CA in another domain, a
particular certificate policy in the second domain may be considered by the authority of the first
domain to be equivaent (but not necessarily identical in all respects) to a particular certificate
policy in the first domain.

Repository: a database service capable of storing information, such as certificates and CRLS,
allowing unauthenticated information retrieval. Repositories include, but are not limited to,
directory services.

RSA: For the purposes of this specification, RSA is a public-key signature algorithm specified by
PKCS#1 [PKCSH#1]. As areversible public-key algorithm, RSA may also be used for encryption.

SIMIME: Secure/Multipurpose Internet Mail Extensions is a specification for providing digital
signatures and encryption for electronic mail.

2. Root Certification Authority (CA) Specifications

The Root CA shall generate, revoke, publish, and archive certificates. The CA shall identify
certificate holders using X.500 distinguished names and allow for the use of aternative names
such as electronic mail addresses and URIs. It shall perform al signatures inside cryptographic
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modules, publish CRLs and certificates in a Repository, and archive certificates and certificate
management transactions externally. This CA shall incorporate facilities to conduct system
backups and maintain a separate audit log of security significant system events. In addition, the
Root CA shall implement ORA functionality and support the use of external ORAS, retrieve
certificates and CRLs, and validate certification paths.

The Root CA shall comply with version 1 of the MISPC and the additional guidance provided in
this document. The operation and design of the CA shall be fully documented to allow operators
thorough control and understanding of the implementation and the specification of any future
enhancements.

2.1 System Specifications

At aminimum, the Root CA shall implement the DSS [FIPS186] and DES [FIPS46]. The DSS
shall be used to sign and verify certificates, while the DES shall be used to protect personal
information on certificate holders and any private or symmetrical keys exported from
cryptographic modules. All cryptographic operations shall occur within a cryptographic module.
To minimally meet this specification, the Root CA shall include a FIPS 140-1 validated
cryptographic module that implements DSS and DES and supports 1024-bit DSS public keys.
Support for non-FIPS approved algorithms such as RSA and ECDSA is desirable and may be
provided as options. Additiona cryptographic modules implementing non-FIPS algorithms need
not be 140-1 validated. Key sizesfor additional signature algorithms shall provide algorithm
strength, at least, comparable to that afforded by 1024-hit DSS keys.

CA shall maintain identification information about all certificate holders. That information shall
include:

Certificate holder’ s name;

Affiliation;

User sponsor;

Certificate number (s);

Privileges or other properties reflected in certificate (9).

The Root CA shall be able to backup all operational data and to maintain alog of al service
requests, service rejections, and completed transactions. Backup data and CA transaction logs
shall be distinguishable from those of the Root CA’s ORA function. All CA agents shall be
accountable for the transactions and operations they perform, therefore each logged entry shall
identify the responsible entity.

The Root CA shall support SMIME as the test application for the use of digital signatures.

2.2 Root CA Functional Specifications
The Root CA shall perform the following functions:
Authenticate its own CA agents and systems operators;

Enforce dual control of the CA and all key material used in certificate management functions,
Generate and verify signatures using the DSS, and optionally the RSA and ECDSA;
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Execute applicable tests for the quality of the public key parameters (e.g., DSS tests for p, q,
and g identified in FIPS PUB 186);

Generate its own public-private key pairs and certificates;

Issue, deliver, and post to an LDAP-accessible Repository user certificates, subordinate CA
certificates, and cross-certificates,

Support the ORA-generated (signed) certification request identified in the MISPC, and
optionally the User-generated and certificate renewal requests;

Generate or obtain unique distinguished names for new users,

Ensure that the subject of the certificate possesses the corresponding private key for every
certificate issued without gaining access to the actual private key;

Accept certificate revocation requests from CAs, ORAS, and users;

Validate revocation requests and revoke certificates;

Create, maintain, and post CRLsto a directory server or LDAP-accessible Repository;
Record and archive al CRLs issued;

Maintain required local certificate management information, such as the contents of the CA
name space;

Maintain and safeguard information required to identify certificate holders;

Maintain alist of accredited ORASs and user sponsors;

Record and archive al certification requests (granted or denied), certificates issued, the
number of renewals permitted for each certificate, and keep track of the number of times a
certificate has been renewed,

Create and maintain system audit logs; and

Generate or obtain time stamps.

2.2.1 System Functions

The system implementing the Root CA functions shall authenticate its users and maintain a log of
their actions. The CA shall log the following actions aong with the identity of the operator and
the system time and date:

Activation and de-activation of the cryptographic module;
Modification or replacement of the cryptographic module;
Hardware and/or software updates;

System backups, archive dumps, accesses to the log files, and audits.
Access to identification information on certificate holders

Activation and de-activation of the Root CA shall require the action of two out of two or more
operators. All CA signature keys shall be stored within the cryptographic module. Accessto
keys stored in the cryptographic module should also be under dual control. The Root CA shall
maintain identification information about all certificate holders. That information shall be
protected against unauthorized access. Read and write privileges shall be restricted to authorized
CA agents/operators and all access to such information shall be logged.
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2.2.2 Issuing Certificates

The Root CA shall implement certificate issuance functionality in Section 2.1.1 of the MISPC. It
shall support ORA-generated registration, and optionally self-registration and certificate renewal
requests. The Root CA shall be configurable to rgject one or more classes of certification requests
if the certificate policy prohibits such transactions. For instance, it may choose to reject all self-
registration requests from unrecognized CAs and end entities. The certificates to be issued by the
Root CA shall conform to the profile in Section 3.1 of the MISPC. Each certificate shall include
the OBJECT IDENTIFIER (OID) for the certificate policy under which it wasissued. The Root is
not expected to issue large numbers of user certificates. User certificates will be mostly issued to
CA and ORA agents.

Users, ORASs, and CA agents requesting certificates shall generate their initial certification
requests (i.e., ORA-generated certification requests), including key materia, independently and
submit them by presenting them in person on to an ORA. Self registration and renewals require
that the requester generate key material and send an electronic request to the CA. The transport
mechanism for certificate holder transactions shall be based on TCP/IP. Confidentiality isnot a
requirement when transmitting certification requests. Integrity and source authentication
requirements are met by signing the requests as provided by their definitions (See Section 3.4 of
the MISPC).

In a self-registration request, the ORA (or the Root CA’s ORA function) provides a secret
authentication code (i.e., amessage or akey used to provide authentication information for the
reguest) to the prospective certificate holder. The ORA provides this secret upon request or by its
own initiative. The end entity generates its own key pair, forms a certification request, signsit
with the corresponding private key material, and includes authentication information based on the
code provided by the ORA. The CA receives the request, verifies the requester’ sidentity through
the authentication information and verifies that the entity holds the corresponding private key
material. This operation requires that the CA be able to verify the secrets given out by the ORA.
The exact mechanism for exchange or pre-agreement on secrets between the CA and ORA used
to verify the request is | eft for the offeror to define.

For ORA-generated certification, the ORA verifies the identity of requesters and vouch for their
identity and the binding to the public key by signing the request as described in Section 3of the
MISPC. In arenewal request, the established identity of the requester is perpetuated with the
request. Certificate renewals are initiated by the certificate holder and sent directly to the CA.
The CA processes the requests and, if correct, generates new certificates, posts al the certificates
to the Repository, and delivers the certificates to the entity that generated the request.

The Root CA shall be able to set the criteriafor accepting certification requests of each type,
including the number of renewals allowed for each certificate. The CA shall be able to reject
certification requests that do not come from recognized sources, that have invalid signatures, or
that contain unmatched information. Renewal requests that exceed allowed number of renewals
shall aso bergected. The CA shall be able to report to the requester the reason of any rejected
certification request. The issuance of certificates, cross-certificates, and rejections shall be logged
and archived.
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2.2.3 Issuing CA Certificates and Cross-Certificates

Within the Federal PK1, CA certificates provide for hierarchical trust delegation, while cross-
certificates enable non-hierarchical trust relationships between CAs (including CAs from other
hierarchies). CA certificates shall be issued in response to the requests identified above when they
originate from recognized CAs. Whenever a subordinate CA requests registration, the Root shall
create a certificate and establish a cross-certificate with the subordinate. The Root shall establish
the restrictions to be imposed on the subordinate’ s certificate and cross-certificate. The
generation of cross certificates that do not follow the hierarchy may occur in response to the
regular types of certification requests, but shall require that special authorization be provided
since the terms of the cross certificate have to be negotiated out of band between the two CAs.

When the Root CA certifies a subordinate, it imposes constraints on that CA. These constraints
may apply to the name-space under which a subordinate CA can issue certificates, the maximum
assurance level for the certificates it issues, the specific set of policiesit can operate under,
whether it can certify other CAs, etc. These constraints are conveyed in the extensions to the
certificates the Root grants. The full set of extensions to be implemented by the Root CA is given
in Table 3-2 of the MISPC. The decision to cross-certify when there is no hierarchical
relationship between the CAs is made out-of-band and involves mutual examination of CA
policies. Once agreed, CAs exchange certificates that reflect the agreements between the CAs,
construct cross-certificate pairs, and post them to the Repository. The acceptance of an initia
request for cross certification requires intervention by authorized CA agents. The Root CA shall
query the CA agent for confirmation that the required pre-agreements are in place an that the
cross certificate may be granted.

2.2.4 Revoking Certificates

The Root CA shall be capable of generating and issuing certificate revocation lists (CRLS) that
meet the profile in Section 3.2 of the MISPC. The Root CA shall implement full CRLs and,
optionally, delta CRLs, and indirect CRLs. When anew CRL is generated, revoked unexpired
certificates from the previous CRL shall be carried over to the new CRL, and any certificates with
approved pending certificate revocation requests shall be added to the new CRL. A certificate
with an approved pending certificate revocation request shall be included in the next CRL even if
it expires before the CRL isissued. The CA shal have the option to maintain certificates in the
CRL beyond their expiration date.

The Root CA shall accept revoke certificates it issued. The signer of the revocation request must
either be the certificate holder or an accredited ORA acting on the certificate holder’ s behaf. The
CA shall provide for out-of-band verification of revocation requests prior to including a certificate
inaCRL. Entities may request revocation of their certificates through out-of-band mechanisms,
therefore the Root CA shall be able to revoke a certificate it issued without receiving an electronic
request. The CA shall be able to reject arevocation request if it cannot be validated or verified by
out-of-band means.

The Root CA shall issue X.509 version 2 CRLs.! The fields and extensions utilized, and the
values assigned to them, shall be in accordance with Section 3.2 of the MISPC. After generating

Version 2 CRLs correspond to the Version 3 certificate; the Version 2 certificate definition did not result in
creation of anew CRL format.
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and signing a CRL, the Root shall send it to the Repository. The receipt of revocation requests,
the actual revocations and regjections, and the issuance of CRLs shall be logged and archived.

2.2.5 Posting Certificates, Cross Certificates, and CRLs

The Root CA shall be capable of posting certificates, cross certificates, and CRLs for retrieval by
PKI clients. Theintegrity of the Repository shall be maintained when updates are made. Updates
shall only be made by the CA or its authorized agent, who should be strongly authenticated by the
Repository. The mechanisms (automated or manual) used to update the Repository and

authenti cate agents making updates are left for the offeror to define.

2.3 Root CA Transaction Set

Table 2-1 summarizes electronic transactions used in providing certificate management services.
These transactions enable the Root CA to:

process certificate request and certificate revocation requests;
post certificates and CRLs on the Repository;
retrieve certificates and CRLs from the Repository for signature validation.

The Root CA shall process ORA-generated certification requests received in the form of CertReq
messages signed by the ORA in the PKIProtection structure. By signing requests, ORAs or CA
agents vouch for the identity of the requester and confirm that requesting certificate holders arein
possession of the corresponding private keys. The CA responds to requesters (ORAs or end
entities being certified) with CertRep messages. If arequest is accepted, the CertRep message
contains the new certificate. If the request is rgjected, the message contains an error code as
described in Section 3.5.1 of the MISPC.

The Root CA optionally supports the self-registration request, where entities that are not current
certificate holders sign their own certificate request. Self-registration requires requester
interaction with an ORA to obtain a code used to generate authentication information. This
information could be a secret key for use in generation of a MAC or keyed hash but details about
the information and it’s usage are left to the offeror. The entity generates a CertReq message and
attaches appropriate protection information as directed by the ORA. The CertReq message, along
with the authentication code, is then signed with the entity’ s new private key. The Root generates
a CertRep message that contains the new certificate if the request was fulfilled, or error codes
otherwise. This transaction is described in detail in Section 3.5.3 of the MISPC.

The Root CA may optionally process certificate renewal requests in the form of KeyUpdReq
messages sent by certificate holders. The message includes the certificate holder's distinguished
name, the serial number of the current certificate, and the new public key. The message may
optionally include a proposed validity period and a proposed key id, but ultimately it is up to the
CA to set these values in the new certificate. The Root CA shall be able to accept or modify the
validity period and key identifier proposed on any certification request. The message is signed
with the private key corresponding to the certificate holder's unexpired, unrevoked certificate and
the new private key, as described in Section 3.5.2 of the MISPC. The Root CA responds to
requesters with a KeyUpdRep message. This message contains either a new certificate or afailure
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Table 2-1 Root CA Transaction Set

Transaction Description From To
Initial ORA or CA agent submits a certificate request on ORA or Root CA
Certificate behalf of an authenticated entity CA agent
Request
Root CA returns signed certificate or error message | Root CA | Requesting
Entity
Certificate Certificate holder requests revocation of a Certificate | Root CA
Revocation certificate holder
Root CA responds with acceptance or rejection of Root CA | Certificate
the revocation request holder
Certificate Doubly signed certificate request - new public key | Certificate | Root CA
Renewal and current certificate serial number signed with holder
Request new and old private keys
Root CA returns signed certificate or error Root CA | Certificate
message holder
Post Root CA posts a new certificate to Repository Root CA | Repository
Certificate
Post CRL Root CA posts a new CRL to Repository Root CA | Repository

code. If issued, the certificate includes the certificate holder's distinguished name and the new
public key.

Certification requests, certificate revocation requests, and certificate renewal requests shall also
support cross-certificates. Note that the processing of these transactions for cross certificates
may necessitate direct approval of a CA agent and therefore shall be a configuration option to
request it before completing the transaction.

The Root CA shall process revocation requests received as RevReq messages from certificate
holders. The RevReq message shall include the certificate serial number or the certificate holder's
distinguished name and the key identifier. The CA shall respond with a RevRep message. This
message shall include status and failure information, and may include additional details about the
revoked certificate. The Root CA shall be able to revoke and respond immediately or to require
that a CA agent authorize the revocation after obtaining independent confirmation of the
revocation.
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2.4 Root CA Client/Certificate Holder Specifications

The Root CA needs to implement PKI Client functionality to accomplish tasks such as signature
verification on service requests, signing of service responses, and certificate validation when
establishing non-hierarchical relationships with other CAs. This section highlights client behavior
specific to the Root CA. Genera client features are given in Section 4.

The Root CA shall be able to perform the following client functions:

generate key material;

generate signatures,

validate signatures,

obtain certificates and CRLs from repositories;
validate certification paths;

reguest cross certification; and

request cross-certificate revocation.

Optionally, the Root client may also implement cross-certificate renewal requests. The
establishment of cross-certificates with CAs not related hierarchically to the Root should be
initiated after out-of-band negotiations between both CAs using a CertReq message. Cross-
certificate renewal isinitiated by the Root using a KeyUpdReq message and revocation is
requested using a RevReq message. These transactions are discussed in Sections (2.3) and (2.4)
of the MISPC and the data formats defined Section 3.4 and 3.5 of the same document.

2.5 Data Formats

The set of certificate and CRL extensions to be supported and the data formats used for the
exchange of information between the Root CA and other PKI components are defined in Section
3 of the MISPC. The definition of data structures to be used internally by the Root CA isleft to
the offeror.

3. Organizational Registration Authority (ORA) Specifications

ORAs are entities that vouch for the identity of certification requesters and for other attributes
that may be bound to their public keysin a certificate. The ORA function may be collocated with
the CA or performed at a remote location so that multiple ORAs may serve asingle CA. Remote
ORAs are located near potential certificate holders. Potential certificate holders required to
provide proof of identity in person may appear before the most conveniently located ORA to
obtain their certificates instead of a CA. ORAs are adso referred to as Local Registration
Authorities (LRAS) or Registration Authorities (RAS) in some documents. This testbed will
implement both a standalone and a collocated ORA.

ORAs can vouch for the identity of entities requesting certification in two ways, by providing
authentication information that an entity can use when requesting a certificate directly from the
CA, or by verifying the identity of a requester appearing in person to obtain a certificate. The first
method provides the least assurance, but it may prove sufficient and perhaps necessary in certain
environments. That method seems better suited to handling large numbers of entities requesting
low to medium assurance certificates. The second method requires that requesters show up in
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person to present evidence of their identities to the ORA. This alows the ORA to go to any
extent it deems appropriate to verify the requester’ sidentity before signing the certification
request going to the CA. This second method lends itself to certification of entities affiliated with
an organization, such as a company or a Government agency, where it is possible or even
imperative to impose stricter identification and authentication requirements on the requesting
entities. Support for the first method is optional, while support for the second method is
mandatory for the testbed specified here.

ORA s supporting the first authentication method shall issue authentication information to entities
that will be requesting certification directly from the Root CA. Offerors shall propose the
mechanism to be supported and the nature of the authentication information. For instance, the
authentication information could be akey for signing the request that the CA can verify, a secret
known to the CA, or a DES [FIPS46] message authentication code [FIPS113]. The method used
islikely to require coordination or shared knowledge between the ORA and the Root CA, an
appropriate out-of-band method for establishing such coordination or knowledge shall be
provided. Offeringswill be evaluated according to their flexibility, use of open standards, and
moderate overhead.

ORAs supporting the Root CA shall accept certification requests from certificate requesters. The
requests presented to the ORA shall be signed with the private key corresponding to the public
key on the request. The ORA shall be able to verify the signature on the request. ORAS
supporting the Root CA shall implement the DSS with SHA-1 [FIPS186] [FIPS180] and any
other algorithm supported by the Root. Once the identity of the requester and the correctness of
the certification request are verified by the ORA, it signs and sends a certification request to the
CA on behalf of the requester. The format for a certificate request on behalf of an entity in
physical attendance appearsin Section 3.5 of the MISPC. The ORA shall receive the new
certificate from the CA and load it on the requester’ s diskette along with the Root CA’s
certificate.

Standalone ORAS shall be able to hold and lookup information about potential certification
requesters. Operators shall be able to record information from requesters not previously known
should their certification practice statement allow them to accept such requests. The ORA
function for the Root CA shall provide the same functionality but it need not have a separate
database for potential certificate requesters, access to the CA’s database of potential certificate
holders will suffice. For both systems, the operator adding or modifying database information
shall be accountable for the modifications.

ORAs may request certificate revocation for end-entity certificates issued by CAs that have
accredited them. The format of the revocation request is also given in Section 3.5 of the MISPC.
ORA s themselves include both a certificate holder function to request, revoke and renew
certificates (whereit is the subject) issued by CAs (see Section 2.3 of the MISPC) and a client
function to validate certification paths (see Section 2.4 of the MISPC). Functional specifications
and the transaction set for ORASs supporting the Root CA are given in Section 2.2 of the MISPC.

Standalone ORAs shall be able to backup all operational data and to maintain alog of all service
requests, transactions, and service regjections. Backups of operational data and logs of
transactions by the ORA function of the Root CA shall be backed up and maintained as part of the
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general backup and log functions of the CA. ORA transactions shall appear in records that are
separate and distinguishable from those of the CA.

4. Client Specifications

PKI Clients allow users and local applications access to certificate management services. Client
systems using services provided by the NIST Root CA shall implement both Client and Certificate
Holder functionality as defined in the MISPC. These clients shall generate key material, generate
signatures, validate signatures, request certification through an ORA, request renewal of
certificates, request certificate revocation, retrieve certificates and CRLS, and validate certification
paths. Client systems shall implement a transport mechanism compatible with that of the Root to
perform Certificate Holder transactions. The client software shall include an implementation of
S/MIME as the test application for the use of digital signatures.

The validation of signatures includes the validation of the certificate path for the signer’s
certificate and factoring the constraints imposed by the application to which the signed data was
submitted. To accomplish the validation, PKI clients shall be able to retrieve certificates and
CRLs from the appropriate repositories. In keeping with the MISPC, PKI clients shall implement
the certification path processing procedure specified in Section 12.4.3 of the DAM [DAM].

4.1 Transaction Set

Table A-1 gives the summary of transactions used by clients. These transactions enable clients to
obtain certificates and CRLs from repositories, request revocation of certificates, and request new
certificates. The client shall be able to request certificate management services from any CA that
complies with the MISPC. All Root CA clients shall support the following transactions:

Retrieve certificates - user binds to the repository using LDAP and retrieves one or more
certificate(s) according to subject name or certificate serial number and issuer's name.
Retrieve a CRL - user binds to the repository using LDAP and retrieve the current CRL for a
particular CA. As an option, clients should be able to retrieve distribution point CRLSs, delta
CRLs, or the "combined CRL" for a particular CA.

Request certificate revocation - user generates, signs and sends a revocation request to the
Root.

Request renewal of a certificate - upon the approach of the expiration of the key in a
certificate, the user generates new key material then, generates, signs and sends a certificate
renewal request to the Root. Certificate renewal requests are signed both with the current and
new key material. They alow new key material to be used while carrying over the initial
authentication of the certificate holder.

Clients shall use the Lightweight Directory Access Protocol (LDAP) to retrieve certificates and
CRLs as described in Sections 3.5.6 and 3.5.8 of the MISPC.

Clients may also implement Direct Certificate Request for entities who are not current certificate
holders. This transaction allows Clients requesting initial certification to sign their own certificate
requests. If supported, the CA will require the client to generate or include information based on
out-of-band interaction with an ORA. This information substitutes for ORA verification of
identity. CA support for this transaction is dependent on the CA’s Operational Policy. To request
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Transaction Description From To
Certificate client requests revocation of a certificate Client | Issuer CA
Revocation

CA responds with acceptance or rejection of | ssuer Client
revocation request CA
Direct message signed with new public key encapsulates Client | Issuer CA
Certificate certificate request with ORA-directed protection
Request value
CA returns signed certificate and CA's certificate or | Issuer Client
an error message CA
confirmation signed with old key Client Issuer CA
Certificate doubly signed request new public key and current Client | Issuer CA
Renewal certificate serial number signed with new and old
Request private keys
CA returns signed certificate and CA's certificate or | Issuer Client
an error message CA
confirmation signed with old key Client Issuer CA
Retrieve Query DSfor an entity's certificate(s) Client | Repository
Certificate
from
Directory
Service
Retrieve CRL | Query DSfor latest CRL issued by a particular CA Client | Repository
from directory
Service

a certificate without appearing before an ORA, an entity obtains some information out-of-band

from the ORA.

5. Repository Specifications

The NIST Root CA shall make certificates and CRLs generaly available by posting them to a
Repository. The Repository shall be accessible by using the Lightweight Directory Access

Protocol (LDAP) [RFC1777]. This Repository shall allow unauthenticated retrieval of
certificates and CRLs. While it is expected that some commercia repositories will require

authentication, or aternative means of account management that allow charging for access, such
functionality need not be provided to meet these specifications. A mechanism (automated or

13




3 March, 1997

manual) for updating the contents of the Repository while maintaining its integrity shall be
provided. This mechanism shall ensure that the entity effecting any updates be accountable for the
changes. The exact mechanism used to meet this requirement is left to the offeror to define.
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